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"ii!“ ,D,BM)KOK UserGate

3 Bepcus aBuxka
MNognepxka obpaboTkn pacumdpoBaHHOro SSL
Bo3moxxHOCTb onuckiBatb curHatypbl COB u L7-npunoxeHnn (UASL)
Bepudukauyunsa
NHTerpauusa B nonutnkm M3
PacwupeHune cnimcka genctesum (action) npu cpabarbiBaHUK
[TpumeHeHne aencTema (action) no Kaxxgom curHaTtype
Bo3mMoXXHOCTb 3axBaTta naketoB npu cpabotke COB u L7-npunoxeHun

[TonHoueHHoe ynpasneHue B CLI
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Action Flow

SSL Firewall .
Inspection Rules User Rule action

action
—_—> -—“m-ss

* IDPS Profile OFF

action

—_— e —
L7 Profile OFF

— T

SSL Firewall :
Inspection Rules action User Rule action
— 3
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* action by signature
_

action

www.usergate.ru | sales@usergate.ru

[ Drop |

- ﬂ action by signature

UserGate



..il!" HoBble KeUCH UserGate

[etekTtupoBaHue n bnoknposka BruteForce
cepBuUCOB

Onpegenenne arak B 3allndppoBaHHOM Tpaduke

CKaHnpoBaHWe NakeToB Ha YPOBHE NPOTOKOSIbHLIX AUCCEKTOPOB
Benbie cnnckn npunoxeHum

ObHapyxeHne n brnokMpoBka TyHHeENeN

PaboTta c meTkamu B cTpume
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i=||| UserGate
U] K
GUI. IPS-curHatypbl

v 9 Security policies
W Content filtering
£ safe browsing
™ Tunnel inspection
w SSL inspection
w» SSH inspection
®) scenarios
@ Mail security
% ICAP rules
K ICAP servers
@ DoS rules
s DoS profiles
& Global portal
» @ vPN
v ) Libraries
% Morphalogy
& Services
@ Services groups
.~ |P addresses
&P Useragents
1% Content types
URL lists
Time sets
I Bandwidth pools
[Z) Response pages
URL categories
Overridden URL categories
[T Applications
[54 Application profiles
4 Applications groups
- Emails

IPS signatures

© Add o

Ensble:All v | Al v | [Action:AN v |  OwnerAll v | More v | Reset Q| Advanced

Id s Signature name Action Signature operating References Category Enable PCAP
20020090 CVE: 20000232
20020052 CVE: 2000-0377
CVE: 2000-1081
CVE: 2000-1081
CVE: 2008-0106

CVE: 20020649

22000124
22000122
22000170
22000160
22040024
20020194
20140538
20142804

CVE: 2005-2124
: 2005-4560
20142806 = 2005-4560

20141458 : 2006-0003

0000000000000

20020490 2006-3942
20020500 f E 06-03 58S a NS tep y exec : 2006-4696
20020492 fault B = A 63)Micro: Windows SM F y t f 2006-3942

20024 n 3)M it v NT Re. NS tcp arb y c : 2007-0033
20140380 b pt = JMicrosoft Wi F W W t t 2007-0515
24040132 e t M -017)Microsoft Window sor And. F w t y 2007-0038
24040134 efault sett Micro: dows Cursor And. W v t t X 2007-0038

22444 ault m -026)Micros xchan qu Pass X t eni U 2007-0039
20142726 ef. o 3)inte er COM Pa x ’ y X 2007-0218

20141462 efault settin M 3 t Explorer COM Ob) Pa v - y-code-exe 20070218
20140472 efault setti indow Malf ¢ Pas v t trary-code-ex 2007-3034
22000180 Jefault settin.. L rosof L Server CONVER... W W t t y-code-ex 2008-0086

Page 1 ; Total: 10871

| IPS sionatures.
IPS profiles
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. IPS npodunb

IPS profile properties

Default IPS profile

Name:

Description

Filters

© Add

Filters

Default UserGate IPS profile

IPS profile properties

id
20020030
20020052
22000124
22000122
22000170

Enable: All ~ Al ~

Select all ViewAll ~

Owner: All ~ More ~

Signature name 1
(MSD0-021)Microsoft NT / Win...
(MSD0-040)Microscft Windows

(MSD0-092)Microsoft SQL Serv...
(MsD00-092)Microsoft SQL Serv...

(MSD02-038)Microsoft SQL Serv.

Q

Action

Advanced

Signature ope.
Windows
Cisco
Windows
windows

Windows

Protocol
tep
tcp
tep
tep
tep

Class type

denial-of-ser...

denial-of-ser...

arbitrary-cod.

arbitrary-cod...
arbitrary-cod..

References
CVE: 2000-02...
CVE: 2000-03...
CVE: 2000-10.
CVE: 2000-10...
CVE: 2008-01

Category
misc
misc

sql

www.usergate.ru | sales@usergate.ru
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v 9 Security policies
W Content filtering
£ safe browsing
™ Tunnel inspection
w SSL inspection
w» SSH inspection
®) scenarios
@ Mail security
&% ICAP rules
K ICAP servers
@ DoS rules
s DoS profiles
» & Global portal
» Cg veN
v ) Libraries
1% Morphology
& Services
@ Services groups
.~ |P addresses
&P Useragents
1% Content types
" URL lists
Time sets
I Bandwidth pools
[Z) Response pages
%4 URL categories
@3 Overridden URL categories
[T Applications
[54 Application profiles
4 Applications groups
- Emails
( Phones
¥ IPS signatures
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GUI. IPS npoowunsb. lNepeonpeneneHue

Enabled: Enable
Action: ) Block IP
Enable logging: Enable
PCAP file: Enable

Apply to: Both

Duration: 0

HewncTeua: None, Pass, Drop, Reset, Block IP
JNNornposanue: Enable, Disable

3anuck PCAP: Enable, Disable

MpuMenuTsb K: Src, Dst, Both (akTMBHO
MpoponxutTenbHoCTb: days, hours, m

www.usergate.ru | sales@usergate.ru 8



UserGate

GUI. IPS curHatypa. Co3gaHue

Lar 1

Llar 2

Custom signatures properties

LN TTE]| UASL and settings

MName:

Description:

Signature threat: [ very low
Class type:
Category:

Signature Windows | | Linux

operating system: B8SD Solaris

Android i0s

www.usergatesrusf sales@usergatert

Custom signatures properties

@ UASL and settings

UASL

UASL(.name="brute.force”; protocol=igp; .pattern="USER"; .flow=from_server; .rate=3,60;

track=sre_jps)

Settings

Action:

Enable logging:
PCAP file:
Apply to:

Duration:

@ Block IP
Enable
Disable
Both

5

minutes




of|n UserGate

(L
®duneTp No IP-agpecawm: HanpasneHue aHanusa:

src/dst (IPaddr/IPsubnet) from_client, from_server, bi_directional
®dunetp no TCP/UDP-nopTam: [TPOTOKOJIbHbIE OAUCCEKTOPDI:

src/dst (equal, less than, greater than, tcp dissector, udp dissector,

In range) icmp dissector etc
[Tonck nattepHoB (packet payload): MaTYMHI BUHAPHbIX JaHHbIX

pattern (string) — pyte_test, byte_jump

MpumMmep:

Moaudukatopbl 06nacT noucka: UASL(.name="Scan’;

icmp, tcp, udp etc .ﬂow:from_cllent;

tcp.flags = S;

YacTtoTta cpabaTblBaHuS: dst_port=1:1024;

rate (count, period); track (src/dst IP) rate=100,10; .track=src_ip;)

www.usergate.ru | sales@usergate.ru 10



. SCADA

IPS signatures

© Add

Enable: All v All ¥

Action: All Owne:All *  More v  Reset Q  Advanced

Category: scada ~

DEoEDpEOoDEDE@O@

Signature name T Action Signature operating Protocol Class type References Category

8 35 Smart Solut CoDeSys G v VS tc a e CVE: 2012-4704

/ Enabled

Signatures matched
© category = scada and classtype = protocol-command

7] Signature name T
163

80000325 DNP3 Open File
131

80000304 DNP3 Operate

24060948 80000301 DNP3 Read

(2o

80000324 DNP3 Record Current Time:

80000334 DNP3 Response:

@

80000319
80000303
80000317
80000318
80000335

DNP3 Save Configuration

) €

NP3 Select

ONP3 Start Application
DNP3 Stop Application
ONP3 Unsolicited Response
80000314 DNP3 Warm Restart
80000302 NP3 Wiite
80000144 IEC 60870-5-104 C_BO_NA(51)
80000151 IEC 60870-5-104 C_BO_TA(64)
IEC 60870-5-104 C_CD_NA(106)

IEC 60870-5+104 C_CILNA(101)

80000159
80000154
80000156 IEC 60870-5-104 C_CS_NA(103)
80000139 IEC 60870-5-104 C_DC_NA{46)
80000146
80000153

80000140

IEC 60870-5-104 C_DC_TA(59)
IEC 60870-5-104 C_IC_NA(100)
IEC 60870-5-104 C_RC_NA(47)
IEC 60870-5-104 C_RC_TA(60)
IEC 60870-5-104 C_RD_NA(102)
IEC 60870-5-104 C_RP_NA(105)

80000147
80000155

2]
a
a
a
a
a
a
2]
a
a
a
a
a8
B
a
a
a
B
a
a
a
a
a8
a8

80000158

]

a

Total: 13480 (filtered: 365)

Page [2

Enable PCAP

D

Action

© Pass
©Pass
© Pass
© pass
© Pass
© Pass
©Pass
© Pass
© Pass
© Pass
© Pass
© Pass
© Pass
©Pass
© Pass
OPass
© Pass
©Pass
© Pass
O Pass
© Pass
©Pass
© Pass
© Pass

Signature ope.
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other

Protocol
o
top
tep
top
wp
o
p
cp
o
op
top
o
o
p
p
o
o
o
top
o
o
cp
p
o

UserGate

Classtype
protocokcommand
protocol-command
protocol-command
protocol-command
protocol-command
protocolcommand
protocoleommand
protocol-command
protocokcommand
protocol-command
protocol-command
protocol-command
protocol-command
protocol-command
protocol-command
protocokcommand
protocol-command
protocolcommand
protocol-command
protocokcommand
protocol-command
protocol-command
protocol-command

protocolcommand

References

Category
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada

scada

/7 ©® Q B
Enable PCAP | Owner
Disabled UserGate
Disabled © UserGate
Disabled © UserGate
Disabled © UserGate
Disabled
Disabled

Disabled

© UserGate
© UserGate
© UserGate
Disabled UserGate
Disabled
Disabled

9 UserGate

UserGate
Disabled UserGate
Disabled © UserGate
Disabled © UserGate
Disabled © UserGate
Disabled © UserGate
Disabled © UserGate
Disabled © UserGate
Disabled © UserGate
Disabled
Disabled

Disabled

© UserGate
© UserGate
© UserGate
Disabled © UserGate
Disabled © UserGate

Disabled © UserGate
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GUI. CurHaTtypbl L/

UserGate

| Custom application properties

© Add ()
Al ¥  Owner:All ¥ More v Reset Q  Advanced

1d Type Name 1

www.usergate.rut} sales@usergatert

Application categories

joooo0oO00000O000000000000OO0OO0O0a0

Application technology

General

Type: Application
Id:
Name:

Description:

Signature threat: 4 very low
Technology:

Categories: Media streaming
Tunneling
Conferencing
Mobile
vaip

File storage and
backup

Instant messaging

Email
Games
Trojan Horses

Proxies and
anonymizers
Web posting

Web browsing

Social networking

Coin Miners
Remote access
Business
Standard networks
Software update

File sharing P2P
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1K
GUI. Npasuna M3

Rule properties Q

e 201 oy P o e
v e 2 [ ) O

Name:

- Enabled: w1
Description:

Name:

Description:
Action:

Action: @ allow -

Application profile: [E Test app profile -

Reject with: Not selected
IPS profile: Test IPS profile A
Scenario: Do not use scenario P » P

Logging: None
Scenario: Do not use scenario

Logging: None

Apply rule to: Any packets

Place to: End of the list
Apply rule to: Any packets

Place to: End of the list

www.usergate.ru | sales@usergate.ru i3
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(L

UserlD.3agauyu

[1po3payvHas ngeHTudpukaumns
nosib3oBartenen

CWHXPOHU3aLUS rpynn nornb3oBaTenem

CermeHTauma Ha base npuHaanexHocTu K rpynne LDAP nnu nmexn
nonb3oBatens (ldentity Based Network Firewall)

www.usergate.ru | sales@usergate.ru 15



of|n UserGate
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UserlD.Bo3MOXHOCTU

oeHTudumkaums nocpeacTtsom
Mcnosnb3oBaHus XXypHanos DC PexXumbl paboThbl:
no WMI (koabl cobbiTun 4624,
4634, 4768, 4769, 4770) n/nnn
no Syslog (RFC 3164, RFC 5424,

a. AreHT Ha 6opty NGFW
b. AreHT Ha bopTy LOogAn

RFC 6587) c. AreHTbl HA NGFW 1 LogAn
icnonb3oBaHne PuUnsLTPoB
N TanMepoB B HAaCTpPoOUKax Ounctpndyumsa gaHHbIX

areHTta nonb3osatenem Ha NGFW

www.usergate.ru | sales@usergate.ru 16



UserGate

BapuaHT ncnonHeHusa: Cluster NGFW
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Bapu1aHT MCNOJIHEHUA:

NGFW + LogAn/ SIEM
Ouctpmnbyumns

www.usergate.ru | sales@usergate.ru
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Bapu1aHT MCnoJsIHEHUS:
NGFW + LogAn/SIEM
C aKTUBHbIMU areHTaMu

www.usergate.ru | sales@usergate.ru 19
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GUI. lobaBneHne areHTa

UserGate NGFW

#5 UserGate
{ etwork
45 Users and devices
2 Groups
2 Users
o Auth servers
2 Auth profiles
¥ captive portal
e Captive profiles
B Terminal servers
il MFA profiles
£ UserlD agent
«* Network policies
¥ Security policies
Global portal
@ VPN
I} Libraries

Enabled: General

Name: Enabled:
Description: Name:

Description:

Address: 192.168.0.100

Protocol: WMI Address: 192.168.0.200

Name: user Default domain: domain local

Auth profile: Example user auth profile Auth profile: Example user auth profile

www.usergate.ru | sales@usergate.ru 20



iIIII UserGate
il
. KoHpurypupoBaHue areHTta

Configure agent 10 seconds

General

Microsoft Active Directory monitoring

Polling interval (sec.): TCP
Enabled:

User on
Expiration time (sec.): Port:

Max session number:
Advanced settings
- o ) Secure connection:
Syslog monitoring interval (

CA certificate file:

Certificate file:

uDP
Enabled:

Port:

www.usergate.ru | sales@usergate.ru 21
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Upstream Proxy



pin code.

Pin code:

Configure

UserGate

7.1
GUI. HacTtpowuka.

JIMueH3unusa 1 ooOHoOBNEHUS

~/\

il
Welcome to UserGate activation wizard! Please enter your

Use upstream proxy

www.usergate.ru | sales@usergate.ru

Upstream proxy settings for licensing and updates

Enabled: v
IP address: 192.168.0.100

Port: 3128

Authentication:

Mame:

Password:

23
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| 4
| 4
[ 4
Pk
Pk
Pk

www.usergate.ru

#* UserGate
£} General settings
&9 Device management
oes Administrators
" Certificates
[5g= User certificate profiles
2 Network
20 Users and devices
«" Network policies
¥ Security policies
£ Global portal

(g VPN
) Libraries

salesia

UserGate

7.1

GUI. PekoHpuUrypaums.
JIMueH3na n obHoBJIEHUS

Server operations

Maintenance actions:
Updates channel:

Server updates:

Offline update:

Upstream proxy settings for
licensing and updates:

Reboot | Shutdown

Stable

Updates are available!

Install now

View changelog

Upload file

Configure

24



v # UserGate
£} General settings
&= Device management
o Administrators
& Certificates
[Fg= User certificate profiles
b A2 Network
» 45 Users and devices
b 4 Network policies
» "9 Security policies
» &8 Global portal
» G VPN
» |} Libraries

www.usergate.ru | sales@usergate.ru

—

UserGate

7.1

GUI. HacTtpowuka.
[Tonb30oBaTeNIbCKMU TPpaPHUK

Upstream proxy
’7Upstream proxy settings

socks5://0.0.0.0:1080

err——

Enabled: v

Mode: 2 socks5 () http(s)
IP address: 192.168.0.100

Port: 1080

Authentication: +/

i

Name: | user|

Password: e

kel aetas ‘e

25
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e 7.1
Upstream Proxy flow

UserGate NGFW

s5L SSL Inspection Rules Cunte;t IF litering Upstream proxy
action SNI ules setting
/\ S —>
action
HTTP Connect » m —> ﬂ’- m Connect
[ —
action SNI + payload Mode

— X3

“~_ —em—
Blocklngpk/ m

action
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UserGate Endpoint Client



of|n UserGate
nlie 7.1

Use rGate C||ent — . Pexxnmbl paboTtbl UserGate Client
areHT SUMMA " N

- HIP, npoBepka cocTtoaHu4A
@ VYnpasnenwve
- MOHUTOPUHI CODbITUI

O
AHanuTuka n pearmposaHue

www.usergate.ru | sales@usergate.ru 28



PexxuuM NGFW

BHellHMe nonb3oBaTeNM

pai

UserGate NGFW

Ll

o

NN

pai

|

Ll

1

o

VPN
-~ TenemeTpus

v

pai

Ll

o

g

SNSESNN

www.usergate.ru | sales@usergate.ru

~
|

NoeHTudunkaums
Monutrka goctyna (Mpasuna)

Mpodunu yctpomcts HIP

UHpacTpykTypa 6M3Heca

»
»

S
-

Qo—|
Qo= 5
Qo= 5

UserGate

7.1
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" Pexum MC UserGate

BHelWHMe nonb3oBaTenM BHyTpeHHMe nosnib3oBaTenm UHPpacTpyKTypa 6M3Heca
/" UserGate SIEM \ _ ]
b l’llr 1 l',lr 1
- rhp BE [OIN - B
i \ | — | —
@ il UserGate NGFW I :: I ! :: A \
(AR D= VPN | ;.':.:":' N\ T : DT
(' & 4 . :.0
. Tenemetpu
@ Qe = = =
I —S— —p
To? 5 Ty 1 < B e
L L
UserGate
Management Center HacTtporkun VPN Client, Server \ j
Monutuka FW UG Client, Server
\ ynpaBneHme Mpodunm yctporcts HIP UG Client
\K \ j MpaBrna aHaNUTUKK U pearMpOBaHMy
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VPN — npouecc nogknoyeHns

NGFW-pexmnm (aBToHacTpomka)

B " UserGate Endpoint Client 7. 1. 0. 821 x L&' UserGate Endpoint Client 7. 1. 0. 621 X B ' UserGate Endpoint Client 7. 1. 0. 621 8" UserGate Endpoint Client 7. 1. 0. 621

Select authorization type © Input credentials VPN connected @

VPN server Login VPN server 152.168.0.1
user2@ug.local VPN [P 172.30.250.2

Bytes in h 0 KB
Bytes out 12 KB
Uptime 00:00:27

Password

Disconnect

B " UserGate Endpoint Client 7. 1. 0. 333 X [ ( 333 b4 B " UserGate Endpoint Client 7. 1. 0. 333 X

VPN connected {C}}’

VPN server 152168.01
VPN IP 172.30.250.2
Bytes in 0 KB
Bytes out 8 KB
Uptime 00:00:12

Disconnect

Www.usergate.ru | sales@usergate.ru 31
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]| E
VPN — Split tunneling

MeTpu
UserGate Client routes 2

All routes On-link
On-link
On-link

N U

)

Include routes Exclude routes

© Add © Add

= Wi W

\
NG
)
N

)
N

® ® L -

On-link
On-link
172.36.256.1
On-link
On-link
On-link
On-link 192.
172.36.256.1
On-link
Oon-link
Oon-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link

R

W W W

U NN

List name Owner List name Owner

NN NN NN

Q0 ® .
MNGOWWR®®UW Lo
v

1
1
1
1
1
1
1
1
1
1
1
7

TR N NN

you

R N N

GG

NGO O

wow
(o

NOORBRARAS

NN
R
NN NN

{¥a]
@
IR R R

e
u

7
1
1
1
1
1
7

)
[N
B
Voo oo o
NODOOON

(e

nNnooo oy

w1
ul
[
w1
1

N e

Create and add new object Create and add new object

u
Y

NN NN

w1 oL
MNNMNNDODON
MR AN W R NN W RN RN
0O 0O W1 W O 00 W W o 0o

(==

I NN NN

" Restrict LAN a

OAHHLIE MapupyThi:
eBOW ajgpec Macka C wmoza MeTpuka
©.0.0.0 0.9.0.0 192.168.0.1 o )NYaHHR
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of|n UserGate
nlie 7.1

HIP- c6op nudpopmaumm c ycrporictsa

CocTosHMe, NPOM3BOANTENbHOCTL o [P o e o p—— e s o

Monbsosarenu
Be3onacHocTb 2
®oTorpagua Monbsoear... Cratye AKKayHT Wmsa nonbs... damunua ONEKTPOHH... TenedoH
~ user2@ug.... JokanbHblA LoMEHHbIA user2 ug.local user2@ug.... 11111
USB-ycTpouctea
Wnbopmaums o xocTe e — s .
-~ [-] Cnywb6a OcraHoanex

v
CpeacTBO NOCTPOSHHA KOHEYHBIX Touek Windows Au. Banywe

OnemeHTbl aBTO3arpysKku e gunme T o

Bepewn OC: Mastkpocodr Windows 10 KopnopaTus|
LTSC ctiopxa 17763 © Axinstsv Yeranosuyk ActiveX (Axinstsv) Octanoanen
Twn cHcTeMBI: x64-based PC @ BFE CnywGa Gazosoi dunsTpaymm Banywen
I I O Lle CC bl Bepown UserGate Client: 710333 [-T:08] DoHOBAR MHTENNEKTyaNbHAR CAYxGa Nepenaun (BITS)  Octanosnen
@ Brokerinfrastructure Cnyx6a WHPPACTPYKTYPbI BOHOBBIX 3a8a4 3anywex
IP-agpec: 1010533
© BTAGService Cnyw6a apyxoBoro wnk3a Bluetooth OcTaxoaneH
Bpemn 3arpy3KM cHCTEMBL: 24 OKTAGPA 2023 1., 08:45 GMT+07:00 @ Bthavctpsve Cryx6a AVCTP Py
‘ I I y)K 6 b I Bpemn: 10 HoAGpA 2023 r, 12:53 GMT+07:00 © bthserv Cnyw6a nopnepxxu Bluetooth OcTanosnen
Cratyc. Ownaiin © camswe Cayw6a pa ocTyna K o
Cnyw6a oA 3anywes
Mocneasne aakkbie 10 HoAGpA 2023 1., 08:53 © corsve ” |
K nonyyeHs y [T PacnpocTpasesue 3anywen 4
- BesonacHocTb Microsoft Visual C++ 2015-2019 Redistributable (x64) - 14.28.29..  Microsoft Corporat..  14.28.29913.0 |
@ Microsoft Visual C++ 2015-2019 Redistributable (x86) - 14.28.29..  Microsoft Corporat..  14.28.29913.0
[MlporpammHoe obecneyeHne e e — i e
p p Komnanekt Mozilla Maintenance Service Mozilla 1170
MexceTegoit skpa Boiitiouen UserGate Client UserGate 7.1.0.333
ABTOMaTH4ECKOE OGHOBrEHME Biniouer VMware Tools VMware, Inc. 11.3.5.18557794
YcTaHOBNEHHbIE OOHOBNEHUS s | w1 osponmon o wno |
UenTp o6ecneyenna GesonacHocTn Windo..  Bbikniouen MaxeT apaieepos Windows - UserGate kgdrv ActivityMonitor (0. UserGate 06/08/2022 1.0.0.552 |
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HIP - nactporika

B npoBepke yCTaHOBEHHbIX MPOOYKTOB
OOCTYMHO:

aHTuBupyc (bonee 500)

MEXCeTeBoM aKpaH (bornee 250)
pe3epBHOE KonnpoBaHue (bonee 220)
lndopoBaHme gucka (6onee 100)

DLP (bonee 25)

ynpasneHne obHOBIEHUSMU

www.usergate.ru | sales@usergate.ru

YcTaHoBneH:
Bxnroyeso:

Ea3bl aHTMsMpyCa
0GHOBMEHDI:

Bepcusa:

YCcTaHoBneH:
Brntouexo:

Bepcug:

HeT

He nposepATb

M
He nposepATh

ANY

YcTaHosnesx:

Bepcusa:

YcTaHosnex:

Bepcua:
BuiGepure npogykT DLP
YcTaHosnesx:

Bepcuna:

YcTaHosnex:

Bepcua:

UserGate

7.1

BoiGepuTe npogykT

Bengop: Bee seHgopbl

Haseanwe npogyxra 1

K7 Total Security

K7 Ultimate Security

K7 Virus Security ZERO
K7VirusSecurity Plus

KV Antivirus

Kapha Anti-Malware
Kaspersky Anti-Virus
Kaspersky Endpoint Security
Kaspersky Free

Kaspersky Internet Security

{« CTpaHmua 5 n3 10 Y »
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HIP - nactporika

B HIP-mpodune arpernpyem BCio B onHoM HIP-npodune MoxeT
MHPOPMALLMIO MO 06beKTaM ObITb HECKONbKO 06BbekToB HIP
\ s [
BrntouyeHo: WV
Ha3saHue: | Check WIN 7 + AV + FW|
OnucaHue:
t:mimampnmm
mHPnﬁm
@ § PepaxTwpoBaTh ) Ypanute
O6bexT HIP
WIN 7 + AV + FW

www.usergate.ru | sales@usergate.ru 35



HIP - npasuna FW

UserGate

7.1

UserGate MC  Ynpasnenwe ofnactuio NGFW - koHburypaumn KoHeuHbie YCTPOACTBA - KOHDUIypaUmua LogAn - kouburypaums HKypHanbt w OTuéTH! ex_admin v - Py~
BoiGepure wanow: MeXceTesoit IkpaH
L | r——
+ 8 UserGate (@ Bosaowrs | /' Penaxruposars € Yaamurs [ [ ] Dnpaswna  Bee v
1€ Hactpoiku 3
|9, Hacrpoiika VPN | ° il
v &* NonuTixw ceti " Hassanne Reictone 06nacTs npusen... Anpec Anpec Coponc Npunomenns Crmexn URL Kareropwn URL Tn kowTenTa Bpomn HIP npodmnu
N ulam — 1 %ue © danperume Seve ol L il Hocos oo ieio oo B 2 @He
1@ Cepaicer 2 ®, denywebmail @ Sanpeums Beage NioGo TNioGon NioGoi g http NioGoe NioGo @ BeS-noura NioGoi Niooe NioGon
@ rpynno: cepeucos https
& P-agpeca 3 @, Aliow any @ Paspeumts Cuapywu nepum. 8 Domain User..  Mioboir Tioboi MioGoin [ Chrome Niobo Nioban NioGoi NioGoe TioGoi
| rpynnb: npunoxenuia 0 cmo
1€ Npodunn npoxen 0O rar
@ Cruexn URL 4 8, Allow inside © Paspeuns Beage Niobok NioSon NioGon NioGoi MioGoe Nio6o Nio6as NioGon NioGoe NioGo
I: ::"::"" m: 5 &, peny any © 3anperums Beasie NioGon Niobon TNiobon fiobo Tioboe Nioboh Nio6an flio6on fiooe TioboR
D Kanenapn y
BbiGepute wabnoH: TPynnbI NpunoxeHuii
ep -
- @ usarcate
|€¥ Hactpoiiku = =
| Hactpoiika VPN [+] /P Qv (/] © BDobaeuts 4 Pepaktuposars ) [}
v &* MonuTky ceTn Hassanme Bepcun Mpunoxenme Xow
|58 Mexceresoit akpaH
v 1) BubnuoTexn Bl Chrome 2 || Chromeyv.115.0.5790.110 BA2C5BB8A228C0BD739B043094597F614B4C01F0
|€ Cepeucy! H oM 3
@ Ipynnbl cepamcos B R - CBOMACTBa NPUNOMEHNSA
£ IP-agpeca
|0 rpynnbi npunoxenmit B test 1
Haseanwe: Chrome v. 115.0.5790.110 |
Xaw: BA2C5BB8A228C0BD739B043094597F614B4C01F0

www.usergate.ru | sales@usergate.ru
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UserGate

7.1

HIP — Hotudunkaums

#5 Uentp ynpaenenus =
Hactpoiku
aB AMUHUCTPATOPBI

© DHobaeute

YerpoucTsa

/ Pepaxktwposate ) Yaanuts

Brnounte OTKNYMTE

posaTth poBaTh MoKasaTh YHUKANBHBIA KOA YeTPORCTBA MepenoakNouNTE YETPORCTEO O6HOBNATE BPYUHYIO
o Cepeepbl ayTenTudmkaly..
2 Npodunu ayTerTudukal. . ®
L Kavanoru nonbaosateneit
ﬁ NGFW Ha3ssaume 1 Bepcun OC Bepcun Mocnepkree nogrnioueswe TenemeTpun MouuTopumr Fpynnbi wabnowos HIP npodmnn YcrpoiicTeo |
=5 LWabnokb! ® @ Autogenerated endpoi... Maikpocodr.. 7.1.0.333 10 HoaGpA 2023 r., 09:31 IP Address: 10.10.5.33 CHHXpOHK2aLMA He cooTBeTCTRYET Log

== pynnbi wabnoHos

G¥ Yetpoiictea

2 OGHoeneHue MO

2 O6HoeneHue GuBAMOTEK
Q KoHeuHble ycTponcTea

5% WabnoHb!

== pynnbi wabnoHoe

[z, YetpoiicTea

*+ Kofibl 4NA KOHEYHBIX YCT...
[ HIP obexTel
[@ HIP npodmnm

€ HacTpoiiku
| ® Hacrporika VPN
* MonuTuKK ceTh
|58 MeskceteBon skpat
) BuénnoTexn
|€% cepauco
@ rpynnbi cepercor
 IP-agpeca
(7] rpynnel npunoxenui
|'®; Npodunu npokew
@ Cnmekn URL
§5 Kareropum URL
|78 Tuno! konTenTa

Lata: 10 Hosbps 2023 1., 09:34

O6vexT HIP

- EBHP1
% cMD

OnoBewenna

Moka3biBaTb UKOHKY B Tpee

MokasbiBaTb TYNTUMbI
OMOBELLEeHUA

CooblleHWe o [o6aBNEHUH
YCTPOWCTBA B KAPaHTUH

CoobieHne 06 yaaneHuu
YCTPOWCTBE U3 KapaHTUHa

CoobLLeHve 0 GNOKUPOBKe
pecypca

Ha
Ja

TuN: BCNNbIBaIOLLIEE OKHO
Coobuienue: ‘Device added to
quarantine”

TuN: BCNNbIBaIOLLEE OKHO
Coobuienue: ‘Device removed
from quarantine"

Tun BCMJiblBakOLLee OKHO
CoobweHue: ‘Resource
blocked"

Netbios uma: PC10 e ope?

* PaseephyTs

KOHEYHOTO YCTPOWCTBA
3apeplUMnach ycnewHo

WHbopMauna o KOHEYHOM Y

KOMMNNaeHcy

* PasoepHyTo MocmoTpeTs oTueT

+ Passepnyts

O6bekT HIP: CMD

HECOOTBETCB)‘IOI.IJ.HE NeMEeHTDbI ‘uaTa.

10 HoAGpA 2023 1., 09:35

r HaitaeHbl cnegytolme sanpelieHHble 0GbeKTbl
He cooTeeTcTBYET KOMMAAeHey
I'Iocmnrperh oTyer

Tun o6bekTa HecooTeeTcByloWNE 3NEMEHTDI

Mpouecc cmd.exe

@ UserGate Endpoint Client

Us

rGate Endpoint Agent




MOHUTOPUHI COBBLITUM

UserGate

UserGate SIEM 1 JKypHanbl M OTUETI

[&, XKypHansi

XypHan cobbiTm:

01 Asr 2023 r. 00:00 - 05 OxT 2023 1. 23:59

Ysen

7 XKypHan ACY TN

B >XypHane cobbITHM KOHEYHbIX
YCTPOMCTB OTPaXeHbl COObITHS, i
nofly4aemble OT KOHEYHbIX & e
YCTPOMCTB, KOHTPOJSIMPYEMbIX
C UCMOb30BaHNEM NMPOrPaMMHOrO
obecneyenmnsa UserGate Client.

[Eh 3xcnopt xypHanos
» Monb30BaTenbcKas HOp

Jr &y OTYETDI

LWa6noxnt
Monb3oBatensckue Wab.

&, Mpasuna oTuéTOB

&m Co3fjakHble OTYETDI

o OTY MHUAAEHTOB

LLIa6/10H bl OTUETOB MHLM.

&, MpaBuna oTYETOB MHUMA
CO3/1aKHbie OTYETbI MHL,

Ona ynob6cTBa nomcka
HeobXoaMMbIX COBbITUM 3arnmUcCH
MOryT 6bITb OTOUABbTPOBAHbI MO
Pa3/IMYHbIM KPUTEPUSAM, Hanpumep,
OManasoH OaT, BaXXHOCTb, TU
COObITUS U T.1M.

{5, XypHansl Log Analyzer
JKypHan cobbiTuit

www.usergate.ru | sales@usergate.ru

KomeuHoe ycTpoiicTeo/cencop: Bee

Bpems

03 OKTREPSR,
03 OKTAGPA,
03 oKTAGPS,
03 OKTRGPR,
03 oKTA6pS,
03 oKTAR6PA,
03 OKTREPR,
03 OKTRGPSR,
03 oKTRGPS,
03 oxTR6pR,
03 OKTAGPA,
03 OKTREPSR,
03 oKTAGPA,
03 0xTR6PA,
03 oKTAGPR,
03 OKTREPSR,
03 oxTR6PA,
03 OKTARGPR,
03 oKTRGPA,
03 0xTR6p7,
03 oKTA6PA,
03 oKTA6PA,
03 OKTRGPR,
03 0KTR6PS,

03 OKTAGPA,

09:31:57
09:31:57
09:27:35

09:26:47
09:26:47

®aitn xypHana nora: Bee

Yposens nora
A Ayaut
P A

Yposens nora: Bee McTouHMK XypHana cobbiTwii: Bee

Nannbie

MepeyncneHo y4acTve B 3alMLeHHbIX NOKanbHbix rpynnax. Cy6vekT: U 6esonacHocTy: S-1-5-18 UMA y!

MepeyncneHo yyacTve B 3aLUMLLEHHbIX NOKANbHbIX Fpynn 6bekT: U 6e3onacHocTu: S-1-5-18 UmA vl

TMonbiTKa 33NPOCa CYWeCTBOBaHUA NYCTOro NapoNs ANA yYeTHo# 3anuck. Tema: U] 6esonacHocTy: S-1-

MonbiTKa 3anpor ©CTBOBAHMA Ny Napons ANA yyeTHo# 3anucu. Tema: U 6e30nacHOCTH:

MonbiTka 3anpoca ECTBOBAHMA NYCTOro NapONA ANS yUeTHO! 3anuck. Tema: U 6e3onacHocTH: S-

TMonbiTKa 33Npoca CYLWECTBOBaHNS Ny NaponsA Ans yueTHoit 3anuck. Tema: U] 6e30nacHOCTH:

BoiNONHEH BbIX0J YYETHOM 3anuch U3 cucTembl. CySbexT: M 6e30nacH - S-1-5-21-1 '2055-1589

te TpaH3aKumm yctanoswuka Windows: C:\Users\user2\Downloads\utmauthclient_6.2.0.17.msi.

Product: UserGate Domain Authorization Agent - Installation completed successful

YcTaHoBumK Wind: BbINOMHMA YCTaHOBKY NpoaykTa. MpoaykT: UserGate Domain Authorization Agent.

3apepuwenne ceanca 0, 3anywexHoro 2023 0836449002

3anycxk ceanca 0 - 2023-10-03T06:27:

HosoMy ceaHcy Bxofa Ha3Hauerbl CneyranbHblie Npusuneniy y6bexT: N[ 6esonacHocTy: S-1

BX0Z B YYETHY?0 33NUCH BbINONHEH ycnewHo. Cy6bexT: UL 6e3onacHocTy: S-1-5-18 UMs yueTHO# 3anucy|

Boinonsexa nonbiTka Bxoaa eMy C ABHDIM YKa3aHWeM Y4eTHbIX AaH| Cy6bekT: W[ 6e30nacHOC]

MepeuncneHo y4acTyre B 3alMllesHbIX NoKanbHbix rpynnax. Cy6bexT: U/ 6esonacHocTu: S-1-5-18 UMA Y

MepeyncneHo yyacTve B 3alMLLEHHbIX TOKANbHbIX rpyi 6bekT: U/l 6eson: ocTh: S-1-5-18 UmA y|

Hauano TpaH3akUmMK ycTaHosWmKa Windows: C:\Users\user2\Downloads\utmauthclient_6.2.0.17.msi. U1}
HYaHMe TPaK3aKuMn HosLuKa Windows: {38BA81AB-: 4BC5-84C9-9DDCDABB2!

3aBepuwenue ceaHca 0, 3anywerroro 2023-10-03706:26:30.029325000Z

Product: UserGate Domain Authorization Agent - Remr ompleted succ

YcraHoswmk Windows sbinonsun yaanesue npoaykta. MpogykT: UserGate Domain Authorization Agent.

Hosomy ceaHcy BxoAa HasHayeHbl C anbkbie NpuBKUNel bexT: U 6esonacHocTy: S-1 144]

BXOZ B YYETHY!O 3aNUCh BbINONHEH WHO. Cy6bexT: U 6e3onacHocTH: S-1-5-18 MIMR yueTHO# 3anucy|

BoinonseHa NonbiTka 6X0/la B CUCTEMY C ABHDIM yKa3aHueM HbIX flaHHbIX. Cy6bekT: U]l 6e30nacHog
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XKypHan co6biTi
% XypHan 8e6-0

Koseurble yCTpoiCTBa
JKypHan cobbiTuit
XKypHan npasun
Mpunoxesuns

[&, Annapatypa

s Syslog
3awmTa NouTosoro Tpad.
[F§ UseriD
5} 3KCnOpT XypHanos

[ Monb30BaTenbCKas HOP.

o OTYETDI
Lz Hbl

v Mpaswna oTuéToB
7 Co3ganHbie OTYETHI
ey OTUETDI MHUMAEHTOB
LWa6nos!

bIE OTYETDI UHL,
Hans! Log Anal
=% XypHan cobbiTi

UserGate

MOHUTOPUHI COBBLITUM

01 Aer 2023 . 00:00 - 05 OxT 2023 r. 23:59 Koweunoe ycTpoiicTeo: Bee

Ysen

OKTRGDA,

03 oxTR6pA, 0

OKTAG]

03 oKTA6|

03 oKTR6PA,
03 oKTA6PS, 0!
0oKTR6pSA, 09
03 oxTAGPA,
03 OKTRGDS, 0!
03 oKTAGPA, 0

03 oKTA6PA, 0"

03 oKTAGPA,

03 oKT56|

Www.usergate.ru | sales@usergate.ru

Deicreue: Bee

KoHeuttoe yCTpoi

0000000000000 0000000000O0O0O0

Ysen: Bee

Mpasuno

Ewé

Mpunoxenne

KypHan npaBuii KOHEYHbIX
YCTPOMUCTB

oTobpaxaeT cobbiTua cpabaTbiBaHUS
NpPaBMIl MEXCETEBOIO aKpPaHa KOHEYHbIX
YCTPOMCTB, B HACTPOMKAX KOTOPbIX
BKItoveHa oyHKUMS XXYPHAJIMPOBAHUE
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UserGate

MOHUTOPUHI COBBLITUM

[TPMNOXEHUSA KOHEYHbIX
YCTPOMUCTB:

oTObpaxaeT NPUITOXEHMS,
KOTOPbIE 3amnyCcKasmcb
Ha KOHEYHbIX YCTPOMCTBaX

www.usergate.ru | sales@usergate.ru

UserGate SIEM

v [ XKypHano!

JKypHan co6biTuit
XypHan se6-goctyna
s XypHan DNS
)KypHan Tpaduka
XypHan COB
? KypHan ACY TN
| JKypHan MKCMeKTUPOBaH
WcTopus noucka
Koweukble ycTpoitcTea
=L XKypHan co6biTuit
JKypHan npasun
Mpunoxexua
Annapatypa
Syslog
H 3alvTa NoYToBOro Tpad.
[} UseriD
BKCNOPT XypHanos
2 Monb30BaTeNbCKaR HOP.
v o OTUETDI
&5 Wabnoksl
Monb3oBartenbcxue Wab.
&, Mpasuna oT4YETOB
&r Co3panHbie OTYETI

v gy OTYETHI MHUNAGHTOB

LLa6noHbl OTYETOB MHUM
&, MNpasuna oTYETOB MHUMA.
&r Co3panHbie OTYETDI MHY,

v [5, XKypHano! Log Analyzer

=% XypHan coboiTuit

01 Asr 2023 r. 00:00 - 05 OKT 2023 .

Ysen

Bpems
03 OKTAGP.
03 oKTAGP.
03 OKTREP.
03 OKTREP.
3 OKTAGP.
03 OKTAGP.
03 OKTAGP.
03 OKTAGP.
03 OKTREP.
03 oKTAGP.
03 oKTAGP.
03 oKTAGP.
03 oKTAGP.
03 OKTAGP.
03 OKTARGP.
03 OKTRGP.
03 OKTRGP.
03 OKTREP.
03 OKTARGP.
03 OKTAREP.
03 OKTAGP.
03 OKTAGP.
03 oKTAGP.
03 oKTAGP.

03 oKTAGP.

23:59 v KoHeuHoe yCTPOWHCTEO!

KoHeutoe ycTpoicTso

©0 0000000000000 0C0CODOCOOCOOCO O

DeiicTeme: Bee Npunoxenwe:Bce v  Ewmé v  Cbpoc  Q  Pacumpenubiit

Npunoxetne Bepcua Cy6bexT nopnucy Moanucaro
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MOHUTOPUHI COBBLITUM

UserGate SIEM JKypHansi 1 OTYETHI

01 Asr 2023 r. 00:00 - 05 Okt 2023 r. 23:59 +» KoneuHoe ycTposcTeo: Bce « Deiicteue: Bce v YcrpoicTeo: Bce v Ewe C6poc Q Pacuwm

J XypHan DNS [
‘ I O M < I B i XKypHan Tpaduka Ysen Bpema ¢ KoneuHnoe ycTpoiticTeo 1 YcrpoicTeo WUpexTndukartop yr|
. XKypHan COB [ - )

3 Syslog L 3 13 centa6pa, 01:14:21

VIHCI)OpMaLLV”'O 06 yCTpOl;ICTBaX, SHUNTR (10MTOBOFO TR | bet3 5-45 :: 13 cenTREPR, 01:14:21

3 UserlD
=) 3KCNopT XypHanos

NnogKJIto4aeMbIX K KOHEYHbIM e e

ey OTUETDI

3, KypHan ACY TN ‘ 15 ceHTR6pA, 05:07:13 PC10 [+)
XKypHan uHCnNeKTMpoBaH 3 € 90626463 15 ceHTREPA, 05.07:13 [+)
WcTopis noucka 15 cenTR6pA, 05:07-13 )
Koxeuwble yCTpoNCTBa
KypHan coBbITHi ‘ 13 ceHTREpA, 08:20:22 [+]
A XypHan npasun 0 22 0 13 cenTREpA, 08:20:22 [+]
HaHHbIN XKYPHaJl COOAEPXUT L Offe7803000 4o 350 6ec569071e2e 13 conraepn, 062022 o
AnnapaTypa
[+
o
©

13 ceHTREpA, 01:14:21

v &3 LWa6nosbl
YCTPOMCTBAM C YCTAHOB/EHHbIM [
&, Mpaswna oTyéTos
g &= Co3garsbie OTYETDI
UserGate Cl |ent v &y OTUETBI MHUMAEHTOB
&3 LLa6noHbI OTYETOB MHUM
&, MpaBuna OTYETOB MHLMA
7 Co3aaxHble 0TYETDI MHL,
XypHans! Log Analyzer
JKypHan co6biTuit
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Ycnosus

© QNo6asus

Haaganue

UserGate

AHaNUTHUKA

Onucaxue 3anpoc ¢punsvrpa

Hazgamwe
& Bospeitctame

& Buinonnenue

& 3axpennenue

8 Viccnegosarine

& Nepsonayanshbiit ROCTYN

& Mepemewienme BHYTPH NepuMeTpa
& MNosbiwerne npusuneri

8 Monyyenne y4ETHBIX AaHHBIX

& NpegoTepautenne obHapyKeHna
& Passeaxa

@ C6op nanHbIx

8 Ynpaenenue u KOHTpONs

8 3KcOUNLTPAUMA RaHHBIX

Www.usergate.ru | sales@usergate.ru

Haaganue

SMB admin share accessed

ROP hijacking via tscon

Logon process then pass the hash

Impacket DCOMexec privilege abuse via MMC

Enabling ROP via Re

Onucanue

Det cenarios where an attacker attempts to connect to the administrative SMB share.
References:
https:/github.com/mdecrevoisier/EVTX-to-MITRE-Attac! 1.002%20-SMB%2
Tags

/tree/master/TA0008-Lateral%20Movement/T1 %20Admin%20Shares

An attempt to hijack RDP session with the Microsoft Windows ™ ted
ags:

attack.lateral_movement

con” utility s def

Detects logon process then pass the hash
References:
https://blog.net
Tag!

x.com/2021/11 how-to-detect-pass-the-hash-attacks/#:~:text=In%20particular® 200ne%20common%20technique,move%20laterally%20within%20the

Detects scenarios where an attacker execute the Impacket DCOMexec tool in order to abuse DCOM services.

References:

https://github.com/mdecrevoisier/EVTX-to-MITRE-Attack/tree/master/TAO008-Lateral %20Movement/T1021.003-Distributed%20Componen
https://enigma0x3.net/2017/01/23/lateral-movement-via-dcom-round-2/.

00bject%20Model

Identifies registry write modifications to enable Remote Desktop Protocol (RDP) access. This could be indicative of
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PearmpoBaHue

Ob6wme

BxntoyeHo:
HassaHue:

OnucaHme:

HeicTteue: [5L, NocnaTs koMaHAy Ha 3HANOAHT

3anucelBaTh B XKYypHan Npasun: & OrnpasuTs email

O OtnpasuTs coobenue

¢5 Webhook

MpynnupoBaTk noxoxue cpabaTblBaHUA:

o CoznaTe MHUMAEHT
<:ij' [MNocnate KOMaHAYy Ha KOHHEKTOpP

[ﬂ [MNocnate KOMaHay Ha SHANOAHT

www.usergate.ru | sales@usergate.ru

Komanpa:

OTKNKYUTL OT CETH
OTKNOYUTDL OT CETH

Pa3pelwnTs nepeaady AaHHbIX No ceTh

3aBeplwunTh Npouecc
3anycTuTe cnyxoy

OCTaHOBUTL chyxby Dei
eUCTEHE

Komanga: | OTKNOYUTE OT ceTut

OTKNOYUTE OT CEeTH

3aBeplwuTb Npouecc
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SIEM

UserGate
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UGOS 6.X: Log Analyzer
UGOS 7.0: Log Analyzer + SIEM
UGOS 7.1: Log Analyzer unu SIEM

UserGate



o UserGate
ujie 7.1

N3aMeHeHMnd
B UserGate SIEM

Y>> UserGate LogAnalyzer — npoayKkt ¢ 6a30Bon NULEH3NEN

» UserGate SIEM — nonHoueHHaga nuueH3npyemas SIEM-
cucrtema

» UserGate SIEM Expert — noanucka Ha oOHOBIsEMbIE
npaBusia aHanuTUKM OoT BeHAopa

www.usergate.ru | sales@usergate.ru 46
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ujie 7.1
UserGate LogAnalyzer 6.X

XYPHAIJIbI:
® COObITUN
® BeD-gocTyna
® TpadguKa
s COB
s ACY TI1
KMcheKTmpOBaHMﬂ SSH

www.usergate.ru | sales@usergate.ru 47




o] UserGate
njie 7.1
XypHanbl UserGate SIEM:

UserGate SIEM  [lawéopn
v [, MypHano! b4
[ ypHan co6bimuii
[Eb YypHan Be6-gocTyna
HypHan DNS
s ® )KypHanbl UserGate NGFW
[5% Xypuan COB
[Z4 Xypuan ACY TN . .
P 8 APM Windows — UG Client
v [, Koxeurbie ycTpoiicTea
% xypuan COBBITHI
ypHan npasun .
o ® Cepsepbl Windows — npotokon WMI
g :i:i aaaaaaaaaaa d...
B e ® Syslog-xxypHarbl
[k Monb3osatensexan HOp...
¥ iy OTYETHI w
- ® [loyTOBBIV TPAPUK
e
eyl ® UserlD
&y, MpaBuna oT4ETOB HHUMA..
= Co3AaHHbIE 0TUETHI MHL...
v [51, WypHansi Log Analyzer
[E- Yypuan co6biTuit

www.usergate.ru | sales@usergate.ru 48




of|n UserGate

1[L
UserGate SIEM

OCHOBHblE PYHKLMU:

doyHKUunoHan LogAnalyzer 6.x

[ononHuTenbHble UCTOYHUKM XKYPHanoB

[MpaBuna aHanUTUKM

[MpaBuna Hopmanmaaumm cobbITU

JKCrnepTn3a BeHOopa B co34aHUM NpaBun aHarnmTUKn
ABTOMaTM4ecKasa peakuuns Ha cpabaTtbiBaHUS NpaBu
aHannTUKK

Pabota ¢ nHumaeHTamm nHdpopmaLlmMoHHON 6e3onacHOCTU

www.usergate.ru | sales@usergate.ru 49
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UserGate SIEM: AHAJIUTHUKA

UserGate SIEM [awéopz Hanbl U OTYETH

f& lMpaeuna aHanMTUKM a &

o Hob6aeuTb

[lpaBuNa

a H aJ_l l/l T M I<l/| : rule Block EndPoint (IDPS and not R
HaCTPOMKM
no nobomy

rule se

I_I Oﬂ I-O >|<y p H a J-I O B rule send webhook (computer ivanov.test.local)

rule block ip (user test and site anekdot.ru)
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UserGate SIEM: AHAJIUTHUKA

vents IND logEventSource = ‘Microsoft-Windows-Security-Auditing’) AND

jata MATCH '(Service\sID|Koa\scnyw®el):.+-502') AND (data MATCH
bi\sBunera):\s+0x50800000') AND (data MATCH '(Result\sCode|

Ycnosus
cpabaTbIiBaHMS:
NPOM3BOSIbHAA
NIOrMKa 3anpocoBs
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UserGate SIEM  [awéopa

AHanuTuka MHUMLEHTDI [WarHocTuka u MOHUTOPUHT HacTpoiiku

[lencTBmS
= Ed ReiicTaus pearuposarms I=! = .
© no6asuts pearMpOBaHMg.

Mokazartb Bece Q

S 'HPOPMUPOBaHNE
MHXXEHEPOB

’ M KOMaHOb
yMpaBNsgeMbIM

YCTPOUCTBaM

HaseaHue
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[loogepixka
YCTPOWUCTB MO
npoTokonamM SSH,
HTTP, HTTPS
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UserGate SIEM: AHAJTIUTUKA

UserGate SIEM  jlawcop; ans! u ¥ AHanuTAKa A JIMATHOCTHKE W MOHUTOPM

Ex B ) 2\ coasarnanes [EIEL

08 Hon6 2023 r WaenTndmuxaTop cpabarnisanmn: Boe Npasuna: Boe Npwopurer: Boe Ewé Copoc  Q  Pacumpenwbii

yaen ~ Wasruucar_ | Bpewn neporoco.. | Bpeunnocnemweroc.. | Kowweors. | M | Kareropen cpata.. | Mpmopurer Nomsaosa.. | Curnarype: COB ey

183252 . 182452 182052 1 1 y © Hopuansisii knowr

18:32:52 18:24:52 18:24:52 n
18:32:52 18:24:52 18:24:52
18:32:52 7 18:24:52 18:24:52
18:32:52 18:24:52 18:24:52
18:32:52 7 18:24:52 18:24:52
18:32:52 7 18:24:52 18:24:52
18:32:52 7 18:24:52 18:24:52
18:32:52 S 7. 18:24:52 18:24:52
18:32:52 SEC-87. 18:24:52 18:24:52
18:32:52 S 18:24:52 18:24:52
18:32:52 S 2 18:24:52 18:24:52

CpabaTtbiBaHUS
NpPaBuIT aHaSTUTUKM:
s Fo HMYTO HE OCTaHEeTCH

18:32:52 87 18:24:52 18:24:52

18:32:52 ] SEC-87 18:24:52 18:24:52
18:32:52 ] 87 18:24:52 18:24:52
18:32:52 87 18:24:52 18:24:52
18:32:52 87 18:24:52 18:24:52

18:32:52 87 18:24:52 18:24:52

©
(-]
(-]
o
©
©
©
©
o
o
(]
©
©
©
©
(]
(]
©

18:32:52 E 87 18:24:52 18:24:52

—— e e BHE BHNMaHWNHA
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UserGate SIEM  [awé6opn ) ar AHanuruka WHLMAEHTbI [IMarHocTMKa u MOHUTOPUHT

E. npoueccoi koHeunbix yeTpoiicTe

08 Hoa6 2023 . KokHeuHoe ycTpoiicTeo: Bee MNpunoxenue: Bee C6poc E 2] Mkdopmaums o npouecce
Bpema t KoHeuHoe yCTpoHCTEO Npunoxenue WUaeHTHUKAT... vaen: 62a02caa-48d4-4ebf-b100-e1879¢20353d
19:31:38 [j,’ GEWIN10 Prc
! Bpema: 9:58
19:31:34 vc] DIlHo
ETEE g T DiHost exe KOHe4HOe yCTPOHCTBO: MSEDGEWIN10
19:29:45 [j ) GEWIN10 Xaw: A1385CE20AD79F55DF235EFFD9780C31442AA234
19:28:50 s DilHo Mpunoxexue: C:\windows\system32\svchost.exe
19:27:56 B DllHost.exe
Bepcua: 6.2.17763.1
19:27:01 [j GEWIN10
19:26:07 ke GEWIN1O oste Cy6beKT NOANUCH: Microsoft Windows Publisher
| | p O I I e C C I I I<O I I e | I I I I I X 19:25112 ¥t MognucaHo: Microsoft Windows Production PCA 2011
19:24:18 C IN10
t WaenTudHKaTOp Npouecca: 8908
s 19:23:23 [j GEWIN10
WpenTuduxatop poautensckoro 552
. . YGEWINTO
YCTPOWCTB: MOJIHAA |
. 1 . e
A h': LE Monb3oBaTtens: SYSTEM
19:20:39 i} GEWIN10
KoMaHaHanA cTpoka: C:\windows\system32\svchost.exe -k netsvcs -p-s gpsvc
M H O p M a I I M g 19:19:58 t}': SEDGEWIN10
19:19:45 VS
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UserGate SIEM: UHUWHLOEHTDbI

UserGate SIEM MHUMAHT

Co3aaTtb MHUMAEHT

KypHan uHuMAeHToR (L2

@ 02bc1-cadd-47d7-918f-f5e6296c0498 OR statusid = ddafd388-549a-416c-0fdd-a6aB3ef85eaa OR statusid = 52bc84fb-0b23-4885-a82e-c745970c6a8f ) ) ) AND ruleld = ‘a21a7d9a-c5c1-4dda-bef0-3b02a3d1c659" 70 Q NpocToit

Coapan M3MeHéH MHaeKe Vmas mHURAeHTa Npasuno

KypHan e T T T T e o e Toe
MHLUMOEHTOB: .

MHPOPMaLMS
0060 BCcex
MHUMOEHTaX
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UserGate SIEM VHuMAeHTs!

CospaTtb MHUMAEHT

INC-7:test]

[INC-7] test1

/ Pepaxtuposats Kommewtwposate & Haswawurs & PaGouwit npouecc & Coapars orvér ¥ | a 6 O I a

Broxenn (0)

/ © Bcéspemn Q v ) 3arpyanrs dain ]

Mndopmaumun Nonb3osarens UeToumk C M I I Lll Mﬂe I I I O I I .
Crpawmua 1 A = CxpbiBaTb nycToie cTon6upt: M

Ymn (2)
Tun ynuku: Bee Twun ataxu: Bee * VHAMKATOP KOMNpOMETauMM?: Boe TLP:Bce ¥ Copoc  Q  Pacumpenniit

NioGoe spemsn

Koweusoe yCTpoicTeo, aesTuuKaT Reiicane

Bcero: 1

Tun yn. 3uavenue Tun avaxu g, Cepemcer

Xow 3345434ferv435t434441gbrdzdsg5t6gb. Apyroe Her -
ABTOH. 65556 Yrow Tpadmka Her - ‘ M H | I Vllﬂle H I O M
— | = I I I | O)Ke CT B a

AxtuesocTs (1)

KommeHTapuu [ 1

Administrator (Admin) 206aBUN KOMMEHTAPHI - 25 OKTAGPA, 14:51:33 (M3menén: 19:51:36)
Mogo3peHHe Ha BINOM NPOKCH Cepaepa squid. y q a ‘ I H M K O B
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= AHanu3 M pearmpoBaHue

® PexoMmeHpaumm UserGate:
npumeHaTb UserGate SIEM

npM Hanm4mm 5-Tm u 6onee
ceTeBblX YCTPOMCTB
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UserGate SIEM: MHUNOAEHTDI
CobbiTua UT

21 Wrows 2023 1. Koneunoe ycTpoicTso/ cencop: Boe bain mypHa a: Bee Yposens nora: Boe Mcroummnk wyprana cobsmmii: Bee : Q  Pocwmpennsi

Yien Bpess Koneunoe ycip.. oBeHb... [lannbie Mcrounn... | Kare.. Kateropn . : ain wypHana

21 WiOHA,.. An account was logged off. Subject: Security ID: 5-1-5-21-2282938710-1989567394-2605000726-1664 Account Name: Healt...  Microsof

21 MIOHA, An account was successfully logged on. Subject: Security ID: 5-1-0-0 Account Name: - Account Domain: - Logon ID: 00 Log...
21 WioHA, as attempted using explicit credentials. Subject: Security ID: 5-1-5-18 Account Name: EXCHANGES Account Domai..
21 WIOHR, 5 logged off. Subject: Security ID: 5-1-5-21-228 10-1989567394-2605000726-1656 Account Name: Healt...
21 WoHA, An account was successfully logged on. Subject: Security ID: 5-1-5-18 Account Name: EXCHANGES Account Domain: PENTE.
21 MmOHR,, A logon was attempted using explicit credentials. Subject: Security 1D: S-1-5-18 Account Name: EXCHANGES Account Domai.,
21 MiOKA, YUYETHBE JaHHBIE AMCNETYEPa YUSTHBX SaHHBIX NPOYHTaHL. CyobexT: NaenTnduKaTop Be3onacHocTh: S-1-5-18 UIMA yYeTHD.
21 moHA, YUETHHIE AAHHLIE ANCNETYEDA YHETHLIX AAHHLIX NPOUMTAHE. CyGbexT: MaeHTHuKaTop Ge30nacHocTh: 5-1-5-18 MMA yueTHo,
21 MIOHAR, YUETHHIE AaHHBIE AWCNETYEPA YYETHBX NaHHBX NPouMTanel. CyGbexT: MaeHTndwkaTop GesonacHocTh: S-1-5-18 MMA yueTHo.
21 MioHA, An account was logged off. Subject: Security ID: 5-1-5-21-2282938710-1989567394-2605000726-1656 Account Name: Healt
21 WIOHA, An account was successfully logged on. Subject: Security ID: 5-1-5-18 Account Name: EXCHANGES Account Domain: PENTE.
21 moHA, A logon was attempted using explicit credentials. Subject: Security 1D: S-1-5-18 Account Name: EXCHANGES Account Domai
21 wokA, A logon was attempted using explicit credentials. Subject: Security 1D: S-1-5-18 Account Name: EXCHANGES Account Domai
21 womAa, File created: RuleName: technique _i 1047 technique_name=File System Permissions Weakness UtcTime: 2023 21 23
21 MOKA, Process terminated: RuleName: - UtcTime: 2023-06-21 23:59:53.037 ProcessGuid: {289a599 -6493-9fb2-000000002b0
21 MOHA, An account was logged off, Subject: Security 1D: 5-1-5-21-2282938710-1989567394-2605000726-500 Account Name: Admin,
21 moHA, An account was logged off. Subject: Security 1D: 5-1-5-21-2282938710-1989567394-2605000726-500 Account Name: Admin.
21 WiOHA, An account was logged off. Subject: Security ID: 5-1-5-21-2282938710-1989567394-2605000726-500 Account Name: Admin,.,
21 MOHA, An account was logged off. Subject: Security 1D: 5-1-5-21-2282938710-1989567394-2605000726-500 Account Name: Admin.
21 MioHA,, An account was logged off. Subject: Security ID: 5-1-5-21-22682938710-1989567394-2605000726-500 Account Name: Admin,
21 WOHA, An account was logged off. Subject: Security 1D: 5-1-5-21-2282938710-1989567394-2605000726-500 Account Name: Admin.
21 mOHR,. An account was successfully logs on, Subject: Security ID: S-1-0-0 Account Name: - Account Domain: - Logon 1D: 0x0 Log...
21 mokA, The computer attempted to validate the credentials for an account. Authentication Package: MICROSOFT_AUTHENTICATION..

21 WIOHR, An account was successfully logged on. Subject: Security ID: 5-1-0-0 Account Name: - Account Domain: - L 1D: a0 Log...

Yy
ry
}
i
P
R
)
I
f
I
f
Y
)
o
o
Yy
}
Yy
}-
Y
}
/—
f
o
»

21 WOk, The computer attempted to validate the credentials for an account. Authentication Package: MICROSOFT_AUTHENTICATION...
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MpunoxeHus

21 Mrons 2022 r. 00:00 — 21 Mrons 2023 T :59 Koneunoe ycrpoicrso: Bo Oercrene: 3anyck npun... ~ Npunowenne: Bece v Ewgé ~ C6poc Q PacwmpeHHbi#

Yien Bpema 1 KoHeuHoe yCTpoHCTBO Npunoxenne Bepoua Cy6uexT no... Nognucawo Hpentundn Nonb3os... Komanpgran
AnnapaTtypa

m

30 anpens,..
21 Woms 2022 r. 00:00 — 21 Mroms 2023 r. 23:59 ~ Koneunoe ycrpoicrso: Boe ~ Aencrane

m

30 anpena,..

Yaen e Koweunoe yerpoiictao

Yerpoiicrae

m

30 anpens,..

m

30 anpens,..

=)
05 anpens, 03:37:56 =

30 anpens,

m

27 chespans, 15:55:46
21 Miows 202

30 anpens,

I}

27 despans, 15:55:46

Yaen Bpenn

27 despans, 15:55:46

m

21 WoHA,... 30 anpens,
21 wioHR, 27 despans, 15:55:46

30 anpens, ..

m

27 despans, 15:55:46

m

30 anpens,..
27 tespans, 15:55:46

[m

30 anpens,..
27 despana, 15:55:46

21 wows,

[

21 e 30 anpens,..

27 espans, 15:45:43
21 wous,

m

27 despans, 15:45:43 30 anpens,..

21 wows,

27 thespans, 15:45:43 30 anpena,..

21 wows,

21 o, 27 cheppana, 15:45:43 30 anpenas,

m

21 o, .
27 cespans, 15:45:43 30 anpens,

i}

21 wows,

21 wows, 27 chespans, 15:45:43

30 anpens,

m

21 wown,

27 tespans, 15:45:43
30 anpens, ..

m

21 womn, 27 despans, 15:35:41
21 o,

m

27 drespans, 15:35:41 30 anpens,..

21 wows,

[m

21 wom, 30 anpena,..

27 despans, 15:35:41

21 wown,

27 despana, 15:35:41

(i3

30 anpens,..
21 moHA,

27 drespans, 15:35:41

m

30 anpens,..

21 wows, ..

21 wown, 27 chespans, 15:35:41

30 anpens,

m

21 wows, ..

27 despans, 15:35:41

AR AR R RN I I I I I

30 anpens,

m

21 worn,
27 tespans, 15:25:40
30 anpens,

Q0000000000000 O00O000COCO0OCO0OBO O
I}

27 despans, 15:25:40

[m
CO0000O00O0O0O0O0O0DO0DOOOOOOOODOODOO

30 anpens,

m
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Mbl MO3BOSISEM:

COKpaTUTb BPEMSA peaKkuun Ha cobbliTne
» Wb

>> paccrnenoBaTtb MHLUMOEHT

> BbINOMHUTb aBTOMaTU4YECKYIO
peakunto Ha MHLUUAOEHT



UserGate SIEM: SAHEM

Mbl MO3BONISEM:

He [oNyCTUTb

nocnencTBMMU MHUMAOEGHTA:

- yTeYKa JaHHbIX;
- NOTepSA AOCTYyNa K JaHHbIM;

- OCTaHOBKa npoLieccoB
N MHOIroe-MHoroe apyroe
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