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CopeprKaHue

HoBoe nnueH3npoBaHue NPOAYKTOB
ApPXUTEKTYpa

ESM un Fusion

Logger

Interset



HoBoe nnueH3nposaHue
NPOAYKTOB



HoBoe nuueH3snposBaHue ArcSight, ocHoBHble Te3ucbl

= EAMHan moaenb INLEeH3UPOBaHUS

= /InueH3npoBaHUE TOJ/IbKO MOTOKaA
cobbITUN

Q @
rCS I g h t - EAMHaH MeTleKa nMLLEH3[/|pOBaHMH

= POKYC Ha OCHOBHbIE NPOAYKTbI

Sta nda rd Ed itiOn = PaspeneHune MO u «HKenesa»

= OTCYTCTBUE UCKYCCTBEHHbIX
orpaHU4YeHnmn

= HA 1 NonProd nnueH3nm BKAOYEHDI

= becnaaTtHaa murpauma



JinueHsmnposaHue ArcSight
4 KNo4YeBbiX NPOAYKTA — eANHAA MEeTPUKA

ArcSight Marketplace
BecnnaTHbIN N KOMMmep4yecknit KoHTeHT | Compliance-naku

ArcSight Logger ArcSight ESM ArcSight Investigate Interset UEBA

OCHOBAHO Ha NoToKe cobbITUiA OCHOBaHO Ha NOTOKe cobbITUi OCHOBaHO Ha NOTOKe cobbiTnit OCHOBAHO Ha aKTUBax
(EPS) (EPS) (EPS) (nonb3oBaTtenu u cuctemol)

ArcSight Secure Open Data Platform
OCHOBaHO Ha NoToke cobbiTni (EPS)
BK1KOYEHO B I-(8>K,£I,b|l71 K/1t0YeBOWM NPOAYKT N AOCTYINMHO OTAE/IbHO




EI ApPXUTEKTYpa



HoBasa apxutekrypa ArcSight

MARKETPLACE
AKTya/IbHbIN KOHTEHT A5 BbIABNEHUA Yrpo3

ARCSIGHT FUSION

EanHbin Web-Ul nnatdopmsbl (4015 33434 aHaNUTUKU U aAMUHUCTPUPOBAHMA)

ARCSIGHT LOGGER ARCSIGHT ESM ARCSIGHT INVESTIGATE | ARCSIGHT INTERSET

.. Koppenauma B pexxmme peanbHOro ) o
XpaHeHue, NOUCK, OTYETHOCTb PP 4 szMGHVI P Threat Hunting NoBegeH4YeCcKni aHanus

Micro Focus

Container Deployment Foundation

TRANSFORMATION HUB

yHMBepcaanaﬂ LWMHa AaHHbIX

MANAGEMENT
CENTER

LleHTpanmnsoBaHHOe

anMUHNCTDMpOBaHME SMART/FLEX CONNECTORS LB CONNECTORS COLLECTORS

Cbop cobbITHiM, HopManmsaums u
oboralleHune

ArcSight

BanaHcupoBsKa syslog Arperauus syslog
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D ESM 1 Fusion



ArcSight Fusion

s [ Haw HoBbi eguHbIN Ul
: | e e oo  O6beaunHset ArcSight ESM u Interset
o *  Wcnonb3yet HoBble PyHKUUN API

 fAsnserca CDF-KOHTENMHEpPOM

Bkntouaet 2 Dashboards
e How is My SOC Running?
* Case Breakdown
 (Case Load
e CaseTimeline
e Case Workflow Analysis
* Productivity
e Threat Analysis Funnel
* Entity Priority
* Active Lists
* Entity Count Overview

Case Workflow Analysis Threat Analysis Funnel




Enterprise Security Manager

= MMopaeprxkKa Global Event ID

= Ncnonb3osaHue Open)DK (Azul Zulu)

= [ponsBoanNTENbHOCTb KoppenaTopos/arperatopos (1:1)

= ONTUMM3ALMA CKOPOCTU 3arpy3Ku JINCTOB

= Passutme Action B npaBuaax
- NocnepoBaTenbHOCTb AENCTBUN
- Bo3BpalleHne pe3ynbtaTa BHELWHEro CKPUNTa B IOTUKY NpPaBuaa
- HactpanBaembin TaMayT BbINOJHEHUA BHELIHEro CKpMUnTa

= HactpamBaembi TanmayT ana scheduled rules



Bo3porKaeHue CTaHAAPTHOIO KOHTEHTA

BbiageneHHoe HanpasjieHUWe No CO34aHNKO KOHTEHTA

CTaHAAPTHbBIN KOHTEHT MO BbIABNEHUIO Yrpo3
NHTerpauma KoHTeHTa ¢ MITRE ATT&CK
MNoppepka MISP CIRCL Tl (KOHHEKTOP M KOHTEHT)

ObHoBneHne Marketplace



MITRE ATT&CK Dashboards

Command Center Dashboards Vv Events \  Reporfs %  Cases \/  Resources Vv  Administration \v' Stats 3 < admin Vv  SiteMap

MpepocraBnser BU3yanmsaLmio no
TaKTUKam matpuubl MITRE ATT&CK 3 e
obHapyXeHHbIM B UHPPACTPYKTYpe

Dashboard Bkntoyaer:

* Top reported MITRE ATT&CK IDs and Tactics p— e p———
* MITRE ATT&CK IP# relationships N e e A
* Latest MITRE ATT&CK events T

MITRE ID Incident Time Agent Severity |Attacker Addr... | Target Address |Target Host Name Target Zone N... Target Port | Target User N.. |Pnomy
T1489 2 . M ices Down on Same Host High

11498 Januz ‘. IDS o 136.154.83.19  209.128.98.203 cox o arcnet-dmz

11498 2020 January 1. et corpwebl 3.arcnet.com arcnet-dmz

T1498 2020 January 1. ty Detected by IDS Medium b13 arcnelcom

2020 January 1... DoS A Detected by IDS Medium corpweb13 arcnet.com sizarcnet dmz

Data fime range: O 116 07:51:11

MITRE by Tactic MITRE by ID

W T8
B Impact

o Latera.
Exfit

110

«
Data last refreshect 01/16 0/:51:11 [Data last refreshed: 01/16 075111




Real-Time

Layered Analytics CAID

ArcSight's three analytics solutions can seamlessly be combined to form a "Layered Analytics" approach. This 'best of breed' integration merges the
I scope and expertise of individual components to produce greater security insights and more comprehensive threat protection. Providing the right

type of analytics to solve the right type of use cases, optimizes security operations and dramatically improves organizations’ security postures. As a

Machine Learning

Search and Hunt

Layered Analytics (All)

result, your SOC has a fighting chance to find those threats before they turn into a breach.

Initial Access
11

Drive-by
Compromise

Exploit Public-
Facing App ...

External Remote
Services

Hardware
Additions

Replication

Through Remov

Spearphishing
Attachment

Spearphishing
Link

Spearphishing
via Service

Execution
34

AppleScript

CMSTP

Command-Line
Interface

Compiled
HTML File

Component
Object Model an

Control Panel
Items

Dynamic Data
Exchange

Execution
through API

Persistence
63

.bash_profile and
.bashrc

Accessibility
Features

Account
Manipulation

AppCert DLLs

Applnit DLLs

Application
Shimming

Authentication
Package

BITS Jobs

32

Access Token
Manipulation

Accessibility
Features

AppCert DLLs

Applnit DLLs

Application
Shimming

Bypass User
Account Conir

DLL Search
Order Hijackin

Dylib Hijacking

Privilege Escalation Defense Evasion

74

Access Token
Manipulation

Application
Access Token

BITS

Credential Access

Partner

23

Account
Manipulation

Bash History

Discovery
25

Account
Discovery

Application
Window Discov

Browser

Lateral Movement

20

AppleScript

Application
Access Token

Apblication

Technique: Accessibility Features

Binary F

Content

Bypas
Accoun

cM  Name

Clear Co
Hist

Code S

| Information

Unusual port and / or protocol

Unusual registry modifications

Collection
14

Audio Capture

Automated
Collection

@® Show all Techniques

Command and

Control
22

Commonly
Used Port

Communication
Through Rem ...

Legend
Technique covered in
Technique covered in

Not covered content

Exfiltration
10

Automated
Exfiltration

Data
Compressed






ArcSight Logger

= 10 24 TB oHNanH XpaHeHuA

EPS nnueHsunposaHue

[1o 25 napannenbHbIX NOUCKOBbIX 3aNPOCOB

MaKcumanbHbIN pa3mep pe3yabrata o 10kk 3anmncen

Bo3MOMKHOCTb NouncKa no End Time



Logger - HoBbin nouckosbin Ul

(N £ AllFields v Custom timerange ¥ Start:
agentType = “ciscoids_sdee”) and deviceVersion = "7.4.0.0.0"
88 events (Scanned: 792133 events, 00:00:01.044)

4

3

2

1

0

16:00 18:00 20:00 22:00
Event Time Logger Device

> 2019/09/04 14:51:54 PDT Local 15.214.158.19 [SmartMessage Receiver]
> 2019/09/04 14:51:54 PDT Local 15.214.158.19 [SmartMessage Receiver]
> 2019/09/04 14:57:23 PDT Local 15.214.158.19 [SmartMessage Receiver]
> 2019/09/04 14:58:20 PDT Local 15.214.158.19 [SmartMessage Receiver]
> 2019/09/04 15:02:11 PDT Local 15.214.158.19 [SmartMessage Receiver]
> 2019/09/04 15:03:03 PDT Local 15.214.158.19 [SmartMessage Receiver]
> 2019/09/04 16:27:36 PDT Local 15.214.158.19 [SmartMessage Receiver]
> 2019/09/04 16:33:18 PDT Local 15.214.158.19 [SmartMessage Receiver]
> 2019/09/04 17:00:36 PDT Local 15.214.158.19 [SmartMessage Receiver]
> 2019/09/04 17:11:36 PDT Local 15.214.158.19 [SmartMessage Receiver]
4 2019/09/04 17:17:06 PDT Local 15.214.158.19 [SmartMessage Receiver]
> 2019/09/04 17:22:02 PDT Local 15.214.158.19 [SmartMessage Receiver]
> 2019/09/04 17:27:52 PDT Local 15.214.158.19 [SmartMessage Receiver]
> 2019/09/04 17:49:03 PDT Local 15.214.158.19 [SmartMessage Receiver]
> 2019/09/04 18:04:53 PDT Local 15.214.158.19 [SmartMessage Receiver]

09/04/2019

11:3332 (®© MW Dynamic

00:00 02:00
Receipt Time _cefVer
2019/09/04 14:51:56 PDT 0.1
2019/09/04 14:51:56 PDT 0.1
2019/09/04 14:57:39 PDT 0.1
2019/09/04 14:58:23 PDT 0.1
2019/09/04 15:02:23 PDT 0.1
2019/09/04 15:03:08 PDT 0.1
2019/09/04 16:28:16 PDT 0.1
2019/09/04 16:34:16 PDT 0.1
2019/09/04 17:01:16 PDT 0.1
2019/09/04 17:12:17 PDT 0.1
2019/09/04 17:17:16 PDT 0.1
2019/09/04 17:22:16 PDT 0.1
2019/09/04 17:28:16 PDT 0.1
2019/09/04 17:49:17 PDT 0.1
2019/09/04 18:05:17 PDT 0.1

09/09/2019 B

04:00
deviceReceiptTime
2019/09/04 14:52:29 PDT
2019/09/04 14:52:29 PDT
2019/09/04 14:58:00 PDT
2019/09/04 14:58:58 PDT
2019/09/04 15:02:50 PDT
2019/09/04 15:03:41 PDT
2019/09/04 16:28:12 PDT
2019/09/04 16:33:55 PDT
2019/09/04 17:01:12 PDT
2019/09/04 17:12:15 PDT
2019/09/04 17:17:44 PDT
2019/09/04 17:22:37 PDT
2019/09/04 17:28:26 PDT
2019/09/04 17:49:42 PDT

2019/09/04 18:05:27 PDT

13:33:32

© W Dynamic

i
1]
|

06:00 08:00

deviceCustomString2

<Resource ID="3d-xcFIkBABCAApkrt
<Resource ID="30IZZFIkBABCAAhxJ/
<Resource ID="3d-xcFIkBABCAApkrt
<Resource ID="3NW4yFIkBABCAAIBI
<Resource ID="3d-xcFIkBABCAApkrt
<Resource ID="3NW4yFIkBABCAAIBI
<Resource ID="3NW4yFIkBABCAAIBI
<Resource ID="3d-xcFIkBABCAApkrt
<Resource ID="3NW4yFIkBABCAAIBI
<Resource ID="3d-xcFIkBABCAApkrt
<Resource ID="30IZZFIkBABCAAhxJ/
<Resource ID="30IZZFIkBABCAAhxJ/
<Resource ID="3NW4yFIkBABCAAIBI
<Resource ID="3d-xcFIkBABCAApkrt

<Resource ID="3NW4yFIkBABCAAIBI

Event Details

¥ Raw Event

CEF:0]ArcSight|ArcSight|7.4.0.0.0|agent:030|Agent [M24yFIkBABCAASBrI6UzOwW==ciscoi]
type [ciscoids_sdee] started|Low| eventld=13 mrt=1482136126060
vulnerabilityExternalID=InternalAlertSender[3NW4yFIkBABCAAIBri6UzOwA=\=][1]
categorySignificance=/Normal categoryBehavior=/Execute/Start
categoryDeviceGroup=/Application catdt=Security Mangement
categoryOutcome=/Success categoryObject=/Host/Application/Service
art=1567634338248 cat=/Agent/Started deviceSeverity=Warning rt=1567634338248
fileType=Agent cs2=<Resource ID\="3NWA4yFIkBABCAAIBrI6UzOwW\=\="/>
cs2Label=Configuration Resource ahost=n15-214-158-h19.arst.usa.hp.com
agt=15.214.158.19 agentZoneURI=/All Zones/ArcSight System/Public Address Space
Zones/Hewlett-Packard Company amac=00-50-56-A6-3A-7F av=7.4.0.0.0
atz=America/Los_Angeles at=ciscoids_sdee dvchost=agilisw10-9-16.arcpartners.com
dvc=15.215.9.16 deviceZoneURI=/All Zones/ArcSight System/Public Address Space
Zones/Hewlett-Packard Company dvcmac=00-50-56-B4-36-A1 dtz=America/Los_Angeles
geid=1843538585559877632 _cefVer=0.1 aid=3+S5B-mwBABCADaqo+vLPIW\=\=

v agent
agentAddress 15.214.158.19
agentHostName n15-214-158-h19.arst.usa.hp.com
agentSeverity Low
agentType ciscoids_sdee
agentZoneURI /All Zones/ArcSight System/Public Address

Space Zones/Hewlett-Packard Company
category
device
deviceCustom

<Resource
ID="3NWA4yFIkBABCAAIBrl6UzOW=="/>

deviceCustomString2

deviceCustomString2Label Configuration Resource
Extra fields

file

root

baseEventCount 1

Device 15.214.158.19 [SmartMessage Receiver]



Logger — pa3Butme OTYETHOCTU

= Data Science Engine
= OTYETHOCTb Ha AaHHbIX Investigate

" Geo-IP mannuHr B otyéTtax



Data Science Engine

EPSIn: 3 EPSOut: O CPU: % (2:19)
{ Logger Summary Analyze v Dashboards Reports  Configuration v System Admin Take me to... (Alt+0) '*- s = 5
Q_ Explorer Home QO_PythonDS X

+ o B Cc
- Report Status QO_PYThOﬂDS Add New Open Save Reload
®) Schedule Reports Steps S N e
) g Data Source
2 Design > Security Events for Python Format
@ Join —.
@ Classic > U Union = \
Fil

£+ Administration > ' Fiter

Sort
Formula Fields
Dynamic Fields

Data Sdience Engine Properties

PyServer

Format

Fx
i
& External Task
&
o

Data Science Engine:

Script:

L] Script Editor - Google Chrome
A No

Script Results
Fields

123 arc_bytesin

123 arc_bytesOut

ABC arc_agentSeverity

123 arc_destinationMacA ..

123 arc_deviceCustomNu...

5 myModel.fit(ivDataSet[:
17 #<%PREDICTION.SECTIO

= O X

scriptedite RIPT_TYPE=PYTHON-SCRIPT&CALLED_FROM=DESI...

Rows For Verification : 500

dvDataSet2 = dvDataSet.reshape(-1,1)

I from sklearn.ensemble import RandomForestRegressor

myModel = RandomForestRegressor(n_estimators=28, random_state=8)
:],dvDataSet2)

import pandas as pd
predictionData = pd.read_csv('<%Energy Consumption - Python.Data%>")

20 # Taking care of missing data
I from sklearn.preprocessing import Imputer

123 arc_deviceCustomNu...

123 arc_deviceCustomNu...

imputer = Imputer(missing_values = 'NaN', strategy =
ivDataSet = predictionData.iloc[:, 2:-1].values

‘mean’, axis = @)

24 imputer = imputer.fit(ivDataSet)

ivDataSet = imputer.transform(ivDataSet)

5 predictedData = myModel.predict(ivDataSet)




OT4yeTHOCTb Ha AaHHbIX Investigate

{ Logger Summary Analyze v  Dashboards Reports Configuration v  System Admin Take me to... (Alt+0)
Q. Explorer Home Report Configuration X
“ Report Status Report Configuration

®) Schedule Reports

System Configuration Investigate Connection
22 Design 2 *Use this screen for connecting only to ArcSight Investigate Database
@ Classic > Connection Name
¢ Administration WV  HostIP
Deploy Report Bundler P2 2
Database Investigate
Report Configuration
Username
Report Category Filters
Password

Report Categories

4 Advanced Connection Settings

Jobs Execution Status Max Rows



Geo-IP mannuHr B oTyétax
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HoBbih KOHTEHT anAa Logger

= [nobanbHasa nepepaboTKka BCEro KOHTEHTA

= bonee 100 HOBbIX OTYETOB:
- MoHuTopuHr yctponcts — OS, Anti-Virus, Networking, IDS-IPS, DGA, u gpyrue
- Foundation — Intrusion, MITRE, Networking, Vulnerability, n apyrne
- OWASP

= 8 HoBbIx Dashboards

Malware Overview

- DGA

MITRE
Attack and Suspicious Activity, u gpyrue



OWASP\A 2 - Broken Authentication\Broken
Authentication Events (Signatures)

Broken Authentication Events

Broken Authentication Signatures by Reporting Device

FoundScan NeXpose Nessus

R7IWINDOWS-HOTFIX-...
B R7IWINDOWS-HOTFIX-...
R7IWINDOWS-HOTFIX-.
R7IWINDOWS-HOTFIX-...
R7IWINDOWS-HOTFIX-...
R7IWINDOWS-HOTFIX-...
B R7IWINDOWS-HOTFIX:
B R71ssh-openssh-gss...
B other

FaultlineI1027
B Faultlinel598

FaultlineI866

FaultlineI867

FaultlineI868
B other

Retina Network Security Scanner

QualysI38170
M QualysI38173

Qualysi82054

QualysI86316

QualysI86693
B other

Grid Top Hosts By Time By Severity By Zones Events by Reporting Device Signatures by Reporting Device

Filters

NessusI10114
B NessusI10267
B other

CVEICVE-2000-1200
W RTHI11
RTHI12
RTHI13
RTHI202
RTHI6
M rRTHI7
B other




MITRE - Radar Overview

EPSIn: 3 EPSOut: 3 CPU: &
{ Logger Summary Analyze v Dashboards Reports  Configuration v System Admin @
Q_ Explorer Home MITRE Attacks Events Overview X  Anti-Virus Stopped or Paused Events X  MITRE Attacks Events Overview X
. ’ « .
A Report Status MITRE Attacks Events Overview Filters  EditMode  °
®) Schedule Reports MITRE IDs So s
/2 Design >
@ Classic >
#} Administration >
T10%8 1.1.1.1 10.0.188.12
T148% T1110
5.34.168.5 10.4.21.96 6.6.5.6 134.154.3.
T1136 T1111
Ay
—&— Count ~&— Mitre id —&— Mitre id
T1115 Ti1112
5.34.168.1 204.102.253.2 2.2.2.2 16.59.62.255
Ti114 T1113
Mitre id Source IP Address Destination IP Address

MITRE Events Top Reported MITRE IDs by IP by User by Time by Host and Time MITRE to IP Address Relations Radar Overview MITRE to Rules Relationship Top Reported Rules



DGA Dashboard

06h o Sl

Top Hosts by # Unique DGA Domains

10+
Q -
8 -
7 -
6 -
5 -
4
5 37
=] 24
g 1
0 -
" kJ s
¥ Yy 7
o v S
$ $ 3
~ ~
&
~
sourceAddress
View on Search Page From SNow-3h to SNow
Top Host by DNS Events Sum Bytes Out
® 192.168.5448
® 10. ).165.54
® 1030154
® 100458
® 10.3015.40

)

View on Search Page From SNow-3h to SNow

(2]  Top Unique DGA Domains by # of Hosts

count
1

?
&
5
S

Refreshed at 2019/09/05 02:53:26 View on Search Page

[2]  Activity by Time
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count
=
1
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ArcSight Interset 6.0

= HoBaA apxuTeKTypa pelleHuns

= UHcTannauma c nomoubto ArcSight CDF
Micro Focus CDF

= MNoppepxka eanHoro Ul (Fusion)

= MNonyyeHue cobbITUIN OT KOHHEKTOPOB ArcSight
Transformation

ArcSight Hub
= Mcnonb3oBaHue Transformation Hub 8 »
apXuTeKType §3°f CRA.

= Vertica B KauecTse XpaHMINLLA

= CUCTEMHbIE TPeboBaHMA CyLLECTBEHHO
CHUXKeHbl (Mo cpaBHEHUIO € Bepcuei 5.9)

= Penun3 orpaHNUYeHHOM AOCTYMHOCTU






Cnacubo

vyacheslav.tupikov@microfocus.com



