
ɹʦʨʴʙʘ ʩ ʮʝʣʝʚʳʤʠ  
ʘʪʘʢʘʤʠ ʠ ʩʣʦʞʥʳʤʠ  
ʫʛʨʦʟʘʤʠ 

ɻʣʘʚʥʳʡ ʚʳʟʦʚ ʜʣʷ ʢʨʫʧʥʦʛʦ ʙʠʟʥʝʩʘ 

ʆʩʪʨʦʚʝʨʭʦʚ ɺʣʘʜʠʤʠʨ 
ʄʝʥʝʜʞʝʨ ʧʦ ʨʘʟʚʠʪʠʶ ʨʝʰʝʥʠʡ ʜʣʷ ʙʠʟʥʝʩʘ 



ʉʦʚʨʝʤʝʥʥʳʝ ʘʪʘʢʠ 
 
ʃʘʥʜʰʘʬʪ ʫʛʨʦʟ ʜʣʷ ʢʨʫʧʥʦʛʦ ʙʠʟʥʝʩʘ 



Darkhotel 

- part 2 

MsnMM 

Campaigns 

Satellite 

Turla 

Wild 

Neutron 

Blue 

Termite 

Spring 

Dragon 

2011 

2010 

2013 

Stuxnet 

Duqu 

2012 

Gauss 

Flame 

miniFlame 

NetTraveler 

Miniduke 

RedOctober 

Icefog 

Winnti 

Kimsuky 

TeamSpy 

2014 

Epic Turla 

CosmicDuke 

Regin 

Careto / The Mask 

Energetic Bear / 

Crouching Yeti 

Darkhotel 

2015 

Desert 

Falcons 

Hellsing 

Sofacy 

Carbanak 

Equation 

Naikon 

Animal 

Farm 

Duqu 2.0 

ProjectSauron 

Saguaro 

StrongPity 

Ghoul 

Fruity Armor 

ScarCruft 

2016 

Poseidon 

Lazarus 

Lurk 

GCMan 

Danti 

Adw ind 

Dropping 

Elephant 

Metel 

ɻʣʘʚʥʳʝ ʦʪʢʨʳʪʠʷ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè 





90% ʫʱʝʨʙʘ ʦʪ ʢʠʙʝʨʘʪʘʢ ʚʳʟʚʘʥʦ ʮʝʣʝʚʳʤʠ ʘʪʘʢʘʤʠ 

+ 

+ 

ʉʚʷʟʘʥʥʳʝ ʩ ʘʪʘʢʦʡ ʟʘʪʨʘʪʳ 

ʏʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ 

ʧʦʜʦʙʥʳʝ ʘʪʘʢʠ 

ð ʋʩʪʨʘʥʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ 

ð ʇʦʢʫʧʢʘ ʟʘʱʠʪʥʳʭ ʨʝʰʝʥʠʡ 

(DB protection, Endpoint, PIM, SIEM) 

ð ʄʦʜʝʨʥʠʟʘʮʠʷ IT-ʩʠʩʪʝʤ ʜʣʷ 

ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

 

 
 

ʉʠʩʪʝʤʳ 

ð ʅʘʝʤ ʵʢʩʧʝʨʪʦʚ  

ð (ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʝ ʘʪʘʢ) 

ð ʋʞʝʩʪʦʯʝʥʠʝ ʧʨʦʮʝʩʩʦʚ  

ð (ʥʦʚʳʝ ʨʦʣʠ) 

 
 
 
 
 
 
 

ʇʝʨʩʦʥʘʣ 

ð ʇʦʚʳʰʝʥʠʝ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ 

ʩʦʪʨʫʜʥʠʢʦʚ 

ð ʊʨʝʥʠʥʛʠ ʦʪʜʝʣʘ IT-ʙʝʟʦʧʘʩʥʦʩʪʠ 

 
 
 
 
 
 
 

ʊʨʝʥʠʥʛʠ 

ʇʨʷʤʦʡ ʫʱʝʨʙ 

+ 

+ 

ð IT-ʢʦʥʩʘʣʪʠʥʛ 

ð ɸʫʜʠʪʦʨʳ 

ð PR-ʘʢʪʠʚʥʦʩʪʴ 

ð ʖʨʠʩʪʳ 

 

 

 
ʈʝʘʛʠʨʦʚʘʥʠʝ 

ʉʦʨʚʘʥʥʳʝ 

ʩʜʝʣʢʠ ʠ ʪ. ʧ. 

 

 

 
ʋʧʫʱʝʥʥʘʷ ʚʳʛʦʜʘ 

ɼʦʭʦʜʳ, 

ʫʧʫʱʝʥʥʳʝ  

ʠʟ-ʟʘ ʧʨʦʩʪʦʷ 

 
 

 
ʇʨʦʩʪʦʡ 

ERROR 

+ 



ʉʨʝʜʥʠʡ ʨʘʟʤʝʨ ʫʱʝʨʙʘ ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʪʘʢʠ   

$126K 

$116K 

$106K 

$92K 

$91K 

$86K 

$119K 

$79K 

$77K 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʘʩʭʦʜʳ ʥʘ ʧʝʨʩʦʥʘʣ 

ʉʥʠʞʝʥʠʝ ʢʨʝʜʠʪʥʦʛʦ ʨʝʡʪʠʥʛʘ 

ʋʧʫʱʝʥʥʳʝ ʜʦʭʦʜʳ 

ʂʦʤʧʝʥʩʘʮʠʠ 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʘʩʭʦʜʳ ʥʘ PR 

ʅʘʝʤ ʚʥʝʰʥʠʭ ʩʧʝʮʠʘʣʠʩʪʦʚ 

ʋʣʫʯʰʝʥʠʝ ʇʆ ʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

ʆʙʫʯʝʥʠʝ 

ʅʦʚʳʝ ʩʦʪʨʫʜʥʠʢʠ 

$14K 

$13K 

$11K 

$9K 

$8K 

$8K 

$10K 

$7K 

$7K 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʘʩʭʦʜʳ ʥʘ ʧʝʨʩʦʥʘʣ 

ʋʧʫʱʝʥʥʳʝ ʜʦʭʦʜʳ 

ʅʘʝʤ ʚʥʝʰʥʠʭ ʩʧʝʮʠʘʣʠʩʪʦʚ 

ʉʥʠʞʝʥʠʝ ʢʨʝʜʠʪʥʦʛʦ ʨʝʡʪʠʥʛʘ 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʘʩʭʦʜʳ ʥʘ PR 

ʂʦʤʧʝʥʩʘʮʠʠ 

ʋʣʫʯʰʝʥʠʝ ʇʆ ʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

ʆʙʫʯʝʥʠʝ 

ʅʦʚʳʝ ʩʦʪʨʫʜʥʠʢʠ 

ʉʨʝʜʥʠʡ 

ʙʠʟʥʝʩ 

ʂʨʫʧʥʳʡ 

ʙʠʟʥʝʩ 

ʇʝʨʝʨʘʩʧʨʝʜʝʣʝʥʠʝ ʚʨʝʤʝʥʠ IT-ʩʧʝʮʠʘʣʠʩʪʦʚ ï ʩʘʤʳʡ ʙʦʣʴʰʦʡ ʠʩʪʦʯʥʠʢ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʨʘʩʭʦʜʦʚ ʜʣʷ ʢʦʤʧʘʥʠʡ ʦʙʦʠʭ ʪʠʧʦʚ 

ʆʧʨʦʰʝʥʦ: 926 SMB-ʢʦʤʧʘʥʠʡ/ 590 ʢʨʫʧʥʳʭ ʢʦʤʧʘʥʠʡ 
ʆʥʠ ʧʦʩʪʨʘʜʘʣʠ ʦʪ ʘʪʘʢ ʢʘʢ ʤʠʥʠʤʫʤ ʦʜʠʥ ʨʘʟ 

ʋʱʝʨʙ  

ʚ ʩʨʝʜʥʝʤ: 

$86.5 ʪʳʩ. 

ʋʱʝʨʙ  

ʚ ʩʨʝʜʥʝʤ: 

$891 ʪʳʩ. 

ˮ͔͍͙͔ͫͫ͒ͦ͊ͤ͡ ζˮͤͺͦͪͣ͊ͼ͙ͦͤͤ͊Ύ ͔͋ͦͨ͊ͫͤͦͫͭ͘Έ ͙͔͋ͤͫ͊͘ηΣ 
ζ˶͙͊͋ͦͪ͊ͭͦͪΎ ˴͔͎͊ͫͨͪͫͦͦ͟η ͙ B2B International, 2016 





ʌʠʥʘʥʩʦʚʳʝ ʟʘʪʨʘʪʳ ʥʘ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ  

200% 

$392 984 

$555 274 

$864 214 
$897 055 

$1092 303 

$300 000

$400 000

$500 000

$600 000

$700 000

$800 000

$900 000

$1000 000

$1100 000

ʇʦʯʪʠ ʤʛʥʦʚʝʥʥʦ  

(ʙʣʘʛʦʜʘʨʷ ʩʠʩʪʝʤʝ 
ʜʝʪʝʢʪʠʨʦʚʘʥʠʷ ʘʪʘʢ) 

*ʉʪʦʠʤʦʩʪʴ ʚʦʩʩʪʘʥʦʚʠʪʝʣʴʥʳʭ ʨʘʙʦʪ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʨʝʤʝʥʠ, ʟʘʪʨʘʯʝʥʥʦʛʦ ʥʘ ʫʩʪʨʘʥʝʥʠʝ ʫʷʟʚʠʤʦʩʪʠ 

ʅʝʩʢʦʣʴʢʦ ʯʘʩʦʚ ʆʜʠʥ ʜʝʥʴ ʅʝʩʢʦʣʴʢʦ ʜʥʝʡ ʅʝʜʝʣʷ ʠ ʙʦʣʴʰʝ 

ʨʦʩʪ ʨʘʩʭʦʜʦʚ ʥʘ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʚ ʪʝʯʝʥʠʝ ʧʝʨʚʦʡ 
ʥʝʜʝʣʠ ʧʦʩʣʝ ʦʙʥʘʨʫʞʝʥʠʷ ʧʨʠʟʥʘʢʦʚ ʘʪʘʢʠ 
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ʋʛʨʦʟʳ ʨʘʟʥʳʭ ʪʠʧʦʚ ʠ ʧʦʜʭʦʜ ʢ ʟʘʱʠʪʝ ʦʪ ʥʠʭ 

90% - ʩʪʘʥʜʘʨʪʥʦʝ 

ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ  

ʠ ʪʠʧʦʚʳʝ ʫʛʨʦʟʳ 

9% - ʩʣʦʞʥʳʝ ʘʪʘʢʠ 

1% - ʮʝʣʝʚʳʝ, ʫʥʠʢʘʣʴʥʳʝ ʘʪʘʢʠ 

 $ (ʤʠʥʠʤʘʣʴʥʘʷ ʩʪʦʠʤʦʩʪʴ) 

$++ 

$$$ 

ʇʦʜʭʦʜ ʥʘ ʦʩʥʦʚʝ 

ʧʨʘʚʠʣ ʠ ʩʠʛʥʘʪʫʨ 

ʕʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ, 

ʧʨʦʘʢʪʠʚʥʘʷ ʟʘʱʠʪʘ, ʦʙʣʘʯʥʳʝ 

ʜʘʥʥʳʝ ʦ ʨʝʧʫʪʘʮʠʠ 

ʄʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ, ʘʥʘʣʠʪʠʢʘ 

ʫʛʨʦʟ, ʧʝʨʝʜʦʚʘʷ çʧʝʩʦʯʥʠʮʘè 



ɸʢʪʫʘʣʴʥʳʝ ʚʳʟʦʚʳ ʚ ʦʙʣʘʩʪʠ IT-ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɹʦʣʴʰʘʷ ʯʘʩʪʴ ʩʦʚʨʝʤʝʥʥʳʭ ʮʝʣʝʚʳʭ ʘʪʘʢ ʠʩʧʦʣʴʟʫʶʪ ʩʪʘʥʜʘʨʪʥʳʝ ʜʣʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ 
ʤʝʪʦʜʳ ʠ ʩʦʮʠʘʣʴʥʫʶ ʠʥʞʝʥʝʨʠʶ 

ʆʙʥʘʨʫʞʝʥʠʝ ʠ ʨʝʘʛʠʨʦʚʘʥʠʝ ʮʝʥʥʝʝ ʠ ʚʳʛʦʜʥʝʝ, ʯʝʤ ʙʣʦʢʠʨʦʚʘʥʠʝ ʠ ʧʨʝʚʝʥʪʠʚʥʘʷ ʟʘʱʠʪʘ 

ʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʩʚʷʟʘʥʥʳʝ ʠʥʮʠʜʝʥʪʳ ʜʘʝʪ ʣʦʞʥʦʝ ʯʫʚʩʪʚʦ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʋʤʝʥʴʰʝʥʠʝ ʫʱʝʨʙʘ ʦʪ ʮʝʣʝʚʳʭ ʘʪʘʢ ʜʦʣʞʥʦ ʙʳʪʴ ʢʦʤʧʣʝʢʩʥʳʤ ʠ ʩʪʨʫʢʪʫʨʥʳʤ, ʘ ʥʝ ʠʟʦʣʠʨʦʚʘʥʥʳʤ 

ʇʦʩʪʦʷʥʥʳʝ ʦʪʩʣʝʞʠʚʘʥʠʝ ʠ ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʜʘʥʥʳʭ ʠ ʘʥʘʣʠʪʠʢʘ ʫʛʨʦʟ ï ʚʘʞʥʝʡʰʘʷ ʯʘʩʪʴ 
ʣʶʙʦʛʦ ʨʝʰʝʥʠʷ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ  

ʇʦʣʥʦʩʪʴʶ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʘʷ ʟʘʱʠʪʘ ʯʘʩʪʦ ʙʝʩʩʠʣʴʥʘ ʧʝʨʝʜ ʫʧʨʘʚʣʷʝʤʳʤʠ ʚʨʫʯʥʫʶ ʘʪʘʢʘʤʠ. 
ɺʘʞʥʦ ʦʙʝʩʧʝʯʠʪʴ ɸʜʘʧʪʠʚʥʫʶ ʩʪʨʘʪʝʛʠʶ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 



ɸʢʪʫʘʣʴʥʳʝ ʚʳʟʦʚʳ 
ʜʣ ̫ʢʨʫʧʥʳʭ ʢʦʤʧʘʥʠʡ 
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ɺ ʪʝʦʨʠʠé ʘʪʘʢʘ ʨʘʟʚʠʚʘʝʪʩʷ ʧʨʷʤʦʣʠʥʝʡʥʦ: 

ʎʝʧʦʯʢʘ ʧʦʨʘʞʝʥʠʷ ʮʝʣʝʚʦʡ ʘʪʘʢʠ: ʦʞʠʜʘʥʠʝ vs ʨʝʘʣʴʥʦʩʪʴ 

ʈʘʟʚʝʜʢʘ  

ʠ ʪʝʩʪʠʨʦʚʘʥʠʝ  ʇʨʦʥʠʢʥʦʚʝʥʠʝ ʈʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʀʩʧʦʣʥʝʥʠʝ ʀʥʮʠʜʝʥʪ 



15 

ʎʝʧʦʯʢʘ ʧʦʨʘʞʝʥʠʷ ʮʝʣʝʚʦʡ ʘʪʘʢʠ: ʦʞʠʜʘʥʠʝ vs ʨʝʘʣʴʥʦʩʪʴ 

ʈʘʟʚʝʜʢʘ  

ʠ ʪʝʩʪʠʨʦʚʘʥʠʝ 
ʀʥʮʠʜʝʥʪ 

ʈʘʩʧʨʦʩʪʨʘʥʝʥʠʝ 1 ï  

ʵʣ. ʧʦʯʪʘ 

ʇʨʦʥʠʢʥʦʚʝʥʠʝ 2 ï  

çʨʘʩʩʘʜʥʠʢè (watering hole) 

ɺ ʜʝʡʩʪʚʠʪʝʣʴʥʦʩʪʠ ʘʪʘʢʘ ʨʘʟʚʠʚʘʝʪʩʷ ʥʝʣʠʥʝʡʥʦ: 

ʈʘʩʧʨʦʩʪʨʘʥʝʥʠʝ 2 ï ʩʝʪʴ 

ʇʨʦʥʠʢʥʦʚʝʥʠʝ 1 ï ʧʨʠʢʨʝʧʣʝʥʥʳʡ ʵʢʩʧʣʦʡʪ 

ʀʩʧʦʣʥʝʥʠʝ ï ʣʦʢʘʣʴʥʦʝ 

ʀʩʧʦʣʥʝʥʠʝ ï  

ʫʜʘʣʝʥʥʦʝ 
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ʈʘʟʦʨʚʘʪʴ ʮʝʧʦʯʢʫ ʧʦʨʘʞʝʥʠʷ ï ʧʫʪʴ ʜʣʠʥʦʡ ʚ ʪʳʩʷʯʫ ʘʣʝʨʪʦʚ 

ɸʣʝʨʪ 

ɸʣʝʨʪ 

ɸʣʝʨʪ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ɸʣʝʨʪ 

ɸʣʝʨʪ 

ɸʣʝʨʪ 

ʉʦʙʳʪʠʝ 

ɸʣʝʨʪ 
ɸʣʝʨʪ 

ɸʣʝʨʪ 

ɸʣʝʨʪ 

ɸʣʝʨʪ 

ɸʣʝʨʪ 

ɸʣʝʨʪ ɸʣʝʨʪ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 
ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ʉʦʙʳʪʠʝ 

ɸʣʝʨʪ 
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ʆʜʥʘʢʦ ʪʨʘʜʠʮʠʦʥʥʳʡ ʧʦʜʭʦʜ ʢ ʩʦʟʜʘʥʠʶ SOC ʪʨʝʙʫʝʪ ʧʝʨʝʩʤʦʪʨʘ 

ʊʈɸɼʀʎʀʆʅʅʆ 

ʈʝʘʢʪʠʚʥʳʡ  

ʧʦʜʭʦʜ 

ʆʪʩʫʪʩʪʚʠʝ  

ʩʪʨʘʪʝʛʠʯʝʩʢʦʛʦ ʚʠʜʝʥʠʷ 

ʅʝʵʬʬʝʢʪʠʚʥʘʷ  

ʧʨʠʦʨʠʪʠʟʘʮʠʷ ʠʥʮʠʜʝʥʪʦʚ 

ʆʪʩʫʪʩʪʚʠʝ  

ʟʥʘʥʠʡ 

ʉʙʦʨ ʞʫʨʥʘʣʦʚ 
ʆʙʲʝʜʠʥʝʥʠʝ  

ʠ ʩʦʧʦʩʪʘʚʣʝʥʠʝ 

ʇʨʠʦʨʠʪʠʟʘʮʠʷ  

ʟʘʜʘʯ 

ʉʦʩʪʘʚʣʝʥʠʝ  

ʦʪʯʝʪʦʚ 

ʎɽʅʊʈ ʆɹɽʉʇɽʏɽʅʀʗ ɹɽɿʆʇɸʉʅʆʉʊʀ 

ʅʝʫʧʦʨʷʜʦʯʝʥʥʳʝ ʧʨʦʮʝʩʩʳ 
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ʆʪʩʫʪʩʪʚʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʧʦʜʨʳʚʚʘʝʪ ʚʩʶ ʢʦʥʮʝʧʮʠʶ SOC 

ʈɽɸɻʀʈʆɺɸʅʀɽ 



ɺʩʝ ʥʝʦʙʭʦʜʠʤʦʝ ʜʣʷ ʫʩʧʝʰʥʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʘʪʘʢʫ 

ɿʘʱʠʪʥʦʝ 

ʨʝʰʝʥʠʝ ʆʙʥʘʨʫʞʝʥʠʝ 

ʫʛʨʦʟ 
ʈʘʩʩʣʝʜʦʚʘʥʠʝ 

ʇʦʪʦʢʠ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ ɼʦʧ. ʜʘʥʥʳʝ ʜʣʷ ʘʥʘʣʠʟʘ 

ʋʨʦʚʝʥʴ 

ʨʠʩʢʘ? 
ʀʥʮʠʜʝʥʪ ʈʝʘʛʠʨʦʚʘʥʠʝ 

ʇʣʘʥ ʜʝʡʩʪʚʠʡ  

ʥʘ ʙʘʟʝ ʘʥʘʣʠʪʠʢʠ 

ɺʓʉʆʂʀʁ 

ʅʀɿʂʀʁ 

ʋʣʫʯʰʝʥʠʝ ʧʦʣʠʪʠʢ 

ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɹʳʩʪʨʦʝ  

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ 

ʈʝʘʛʠʨʦʚʘʥʠʝ  

ʥʘ ʠʥʮʠʜʝʥʪ 

ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʎʠʬʨʦʚʘʷ 

ʢʨʠʤʠʥʘʣʠʩʪʠʢʘ 



ɸʜʘʧʪʠʚʥʘʷ ʩʪʨʘʪʝʛʠʷ 
ʦʙʝʩʧʝʯʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 
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ʇʦʩʪʨʦʝʥʠʝ SOC ʥʘ ʦʩʥʦʚʝ ʘʥʘʣʠʪʠʢʠ 

ʅɸ ʆʉʅʆɺɽ ɸʅɸʃʀʊʀʂʀ 

ʇɽʈɽɼʆɺɸʗ  

ɸʅɸʃʀʊʀʂɸ 

ɺʆɿʄʆɾʅʆʉʊʀ  

ʇʈʆʊʀɺʆɼɽʁʉʊɺʀʗ 

ʇʆʉʊʆʗʅʅɸʗ 

ɸɼɸʇʊɸʎʀʗ 

ɸɺʊʆʄɸʊʀɿɸʎʀʗ 

ʆʇɽʈɸʎʀʁ 

ɸʥʘʣʠʟ ʫʛʨʦʟ 

ʆʙʲʝʜʠʥʝʥʠʝ  

ʠ  ʩʦʧʦʩʪʘʚʣʝʥʠʝ 
ʇʨʠʦʨʠʪʠʟʘʮʠʷ ʟʘʜʘʯ ʉʦʩʪʘʚʣʝʥʠʝ ʦʪʯʝʪʦʚ 

ʎɽʅʊʈ ʆɹɽʉʇɽʏɽʅʀʗ ɹɽɿʆʇɸʉʅʆʉʊʀ (SOC) 

ʇʨʦʛʥʦʟʠʨʦʚʘʥʠʝ 

ɸʢʪʠʚʥʳʡ ʧʦʠʩʢ ʫʛʨʦʟ ʋʧʨʘʚʣʝʥʠʝ ʟʥʘʥʠʷʤʠ ʇʨʦʮʝʩʩʳ ʨʝʘʛʠʨʦʚʘʥʠʷ 

ʉʙʦʨ ʞʫʨʥʘʣʦʚ 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʆʙʥʘʨʫʞʝʥʠʝ ʈʝʘʛʠʨʦʚʘʥʠʝ 



ˈ ʉʥʠʞʝʥʠʝ ʨʠʩʢʘ 

ˈ ʇʦʚʳʰʝʥʠʝ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ 

ˈ ʋʩʠʣʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʮʝʣʝʚʳʭ 
ʩʠʩʪʝʤ ʠ ʨʝʩʫʨʩʦʚ 

ˈ ʇʦʚʳʰʝʥʠʝ ʢʚʘʣʠʬʠʢʘʮʠʠ ʩʦʪʨʫʜʥʠʢʦʚ 
ʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʟʘʱʠʪʥʦʛʦ ʨʝʰʝʥʠʷ 

ʇʈɽɼʆʊɺʈɸʑɽʅʀɽ 

ʆɹʅɸʈʋɾɽʅʀɽ 

ˈ ʇʦʩʪʦʷʥʥʳʡ ʤʦʥʠʪʦʨʠʥʛ 

ˈ ʆʙʥʘʨʫʞʝʥʠʝ ʠʥʮʠʜʝʥʪʘ 

ˈ ʆʮʝʥʢʘ ʩʝʨʴʝʟʥʦʩʪʠ ʠʥʮʠʜʝʥʪʘ 
ʠ ʫʨʦʚʥʷ ʨʠʩʢʘ 

ʈɽɸɻʀʈʆɺɸʅʀɽ 

ð ʋʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ 

ð ʈʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʘ 

ð ʅʝʡʪʨʘʣʠʟʘʮʠʷ ʩ ʧʨʠʥʷʪʠʝʤ ʥʝʤʝʜʣʝʥʥʳʭ 
ʰʘʛʦʚ ʜʣʷ ʤʠʥʠʤʠʟʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ 

ʠʥʮʠʜʝʥʪʘ 

ð ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ 

ʇʈʆɻʅʆɿʀʈʆɺɸʅʀɽ 

ð ɸʥʘʣʠʟ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ  

ð ʚ ʩʠʩʪʝʤʝ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ð ɸʜʘʧʪʘʮʠʷ ʤʝʨ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ 

ð ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʮʝʥʪʨʘʤ SOC  

ʘʥʘʣʠʪʠʢʠ ʫʛʨʦʟ 

ð ʇʨʦʘʢʪʠʚʥʳʡ ʧʦʠʩʢ ʫʛʨʦʟ 

ɸʜʘʧʪʠʚʥʘʷ ʩʪʨʘʪʝʛʠʷ ʟʘʱʠʪʳ 



ɸʨʭʠʪʝʢʪʫʨʘ  
Kaspersky Anti  
Targeted Attack  
Platform 



Kaspersky Anti Targeted Attack ï ʠʥʪʝʛʨʠʨʦʚʘʥʥʘʷ ʧʣʘʪʬʦʨʤʘ  

ɻʣʦʙʘʣʴʥʳʡ ʨʝʧʫʪʘʮʠʦʥʥʳʡ  

ʩʝʨʚʠʩ ʠ ʩʪʘʪʠʩʪʠʢʘ ʫʛʨʦʟ 

ɸʥʘʣʠʟ ʩʝʪʝʚʦʛʦ  

ʪʨʘʬʠʢʘ 

ʊʝʭʥʦʣʦʛʠʷ ʢʦʨʨʝʣʷʮʠʠ ʩʦʙʳʪʠʡ 

ʥʘ ʙʘʟʝ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ 

ʇʨʦʘʢʪʠʚʥʘʷ ʟʘʱʠʪʘ 

ʨʘʙʦʯʠʭ ʤʝʩʪ 

ʇʝʨʝʜʦʚʘʷ çʧʝʩʦʯʥʠʮʘè 

ʩ ʛʠʙʢʦʡ ʢʣʘʩʪʝʨʠʟʘʮʠʝʡ 

ʄʦʥʠʪʦʨʠʥʛ ʧʨʦʮʝʩʩʦʚ/ 

ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɸʥʘʣʠʪʠʯʝʩʢʠʝ ʜʘʥʥʳʝ 

ʦʙ ʫʛʨʦʟʘʭ 

ʉʝʥʩʦʨʳ ʜʣʷ ʧʨʦʪʦʢʦʣʦʚ HTTP/HTTPS/Mail/FTP/ 

DNSʠ ʧʦʯʪʳ, ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʨʘʙʦʯʠʭ ʤʝʩʪʘʭ  



ʈʝʘʛʠʨʦʚʘʥʠʝ ʇʨʠʦʨʠʪʝʟʘʮʠʷ ʚʝʨʜʠʢʪʦʚ ɸʥʘʣʠʟ ʜʘʥʥʳʭ ʇʦʣʫʯʝʥʠʝ ʜʘʥʥʳʭ ɺʝʢʪʦʨʳ ʘʪʘʢʠ 

ʅʦʫʪʙʫʢʠ 

ʇʂ 

ʉʝʨʚʝʨ 

E-mail 

ʀʥʪʝʨʥʝʪ ʉɽʊɽɺʓɽ ʉɽʅʉʆʈʓ 

ð ʉʝʪʝʚʦʡ ʪʨʘʬʠʢ 

ð ʇʦʜʦʟʨʠʪʝʣʴʥʳʝ 

ʦʙʲʝʢʪʳ 

ʉɽʅʉʆʈʓ ʈɸɹʆʏʀʍ 

ʄɽʉʊ  

ðɸʢʪʠʚʥʦʩʪʴ ʘʢʢʘʫʥʪʦʚ 

ð ɸʢʪʠʚʥʦʩʪʴ 

ʧʨʦʮʝʩʩʦʚ 

 ð ʉʝʪʝʚʘʷ 

ʢʦʤʤʫʥʠʢʘʮʠʷ ʋʣʫʯʰʝʥʥʘʷ 

çʧʝʩʦʯʥʠʮʘè 

ɸʥʘʣʠʟʘʪʦʨ 

ʮʝʣʝʚʳʭ 

ʘʪʘʢ 

ʄʝʭʘʥʠʟʤʳ  

ʜʝʪʝʢʪʠʨʦʚʘʥʠʷ 

ʄʝʪʘʜʘʥʥʳʝ ʆʙʲʝʢʪʳ 

ʎɽʅʊʈ ɸʅɸʃʀɿɸ 

ʀʥʪʝʨʥʝʪ 

KS

N 

Kaspersky  

Private Secutity  

Network 

ɹʘʟʘ ʜʘʥʥʳʭ 
ʚʝʨʜʠʢʪʦʚ 

ɾʫʨʥʘʣ ʦʧʝʨʘʮʠʡ 

çʇʝʩʦʯʥʠʮʳè 

Syslog 

Pcaps  

SIEM 

ʂʆʅʉʆʃʔ 

ʆʧʦʚʝʱʝʥʠʷ 

ʆʙ ʠʥʮʠʜʝʥʪʘʭ  

ʆʬʠʮʝʨ 

ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʂʦʤʘʥʜʘ, 

ʨʘʩʩʣʝʜʫʶʱʘʷ 

ʠʥʮʠʜʝʥʪʳ 

SOC 

ɸʨʭʠʪʝʢʪʫʨʘ 











ɸʥʘʣʠʟʘʪʦʨ 

ʮʝʣʝʚʳʭ ʘʪʘʢ 

ʄʝʪʘʜʘʥʥʳʝ ʆʙʲʝʢʪʳʥ 

YARA 

AM 

ɸʥʘʣʠʪʠʢʘ  

ʫʛʨʦʟ 

IDS 

ʆʮʝʥʢʘ 

ʨʠʩʢʘ 

ʎʝʥʪʨ ʘʥʘʣʠʟʘ ʥʘ ʙʘʟʝ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ 

ʇʝʨʝʜʦʚʘʷ ʧʝʩʦʯʥʠʮʘ ʩ ʢʣʘʩʪʝʨʠʟʘʮʠʝʡ 

ɸʨʭʠʪʝʢʪʫʨʘ ʨʝʰʝʥʠʷ 

é 

ʉʝʪʝʚʦʡ 

ʩʝʥʩʦʨ 

ʉʝʥʩʦʨ 

ʚʝʙ-ʪʨʘʬʠʢʘ 

ʇʦʯʪʦʚʳʡ 

ʩʝʥʩʦʨ 

ʀʥʪʝʨʥʝʪ 

KSN 

ʇʨʦʢʩʠ-ʩʝʨʚʝʨ 

ʇʦʯʪʦʚʳʡ ʩʝʨʚʝʨ 

ʉʝʥʩʦʨʳ ʨʘʙʦʯʠʭ ʤʝʩʪ 

Kaspersky   

Private Security  

Network 

Windows  

Server 

ɿʝʨʢʘʣʠʨʦʚʘʥʥʳʡ 

ʪʨʘʬʠʢ 

ʇʦʣʴʟʦʚʘʪʝʣʴ/  

ʇʨʦʮʝʩʩ / ʉʝʩʩʠʷ 

sPOP3 / 

SMTP 

ICAP 

S
M

P
T
 f
ro

m
 S

P
A

N
 

Kaspersky Security 
ʜʣʷ ʙʠʟʥʝʩʘ 

Kaspersky  

Security 

ʜʣʷ ʙʠʟʥʝʩʘ 



ʉʝʨʪʠʬʠʢʘʮʠʷ ʣʘʙʦʨʘʪʦʨʠʝʡ ICSA Labs 

 

ʉʝʨʪʠʬʠʢʘʮʠʷ ICSA ï ʵʪʦ ʚʝʩʦʤʦʝ ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʪʦʛʦ, ʯʪʦ ʢʦʤʧʘʥʠʠ ʤʦʛʫʪ 

ʜʦʚʝʨʠʪʴ ʨʝʰʝʥʠʶ ʟʘʱʠʪʫ ʩʚʦʠʭ ʩʠʩʪʝʤ. 

ʊʝʩʪʠʨʦʚʘʥʠʝ ICSA Labs ʚ ʘʧʨʝʣʝ-ʤʘʝ 2017 ʛʦʜʘ: 

 

ˈ ʊʝʩʪʠʨʦʚʘʥʠʝ ʜʣʠʣʦʩʴ 37 ʜʥʝʡ  

 

ˈ 1104 ʪʝʩʪʘ: 585 ʘʪʘʢ ʠ 519 ʧʨʦʚʝʨʦʢ ʥʘ ʣʦʞʥʳʝ ʩʨʘʙʘʪʳʚʘʥʠʷ 

  

ˈ ʋʧʦʨ ʥʘ ʥʦʚʳʝ ʠ ʤʘʣʦʠʟʚʝʩʪʥʳʝ ʫʛʨʦʟʳ 

 

ˈ ʇʦ ʠʪʦʛʘʤ ʪʝʩʪʠʨʦʚʘʥʠʷ Kaspersky Anti Targeted Attack Platform  

ʦʙʥʘʨʫʞʠʣʦ 100% ʘʪʘʢ ʠ ʥʝ ʜʦʧʫʩʪʠʣʦ ʥʠ ʦʜʥʦʛʦ ʣʦʞʥʦʛʦ ʩʨʘʙʘʪʳʚʘʥʠʷ  

 

ˈ ʈʝʰʝʥʠʝ ʚʳʧʦʣʥʠʣʦ ʚʩʝ ʫʩʣʦʚʠʷ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ  

ICSA Labs Advanced Threat Defense (ATD) 

[CATEG
ORY 

NAME] 
[PERCEN

TAGE] 

[CATEG
ORY 

NAME] 
[PERCEN

TAGE] 

KATA: ʵʬʬʝʢʪʠʚʥʦʩʪʴ 
ʦʙʥʘʨʫʞʝʥʠʷ 

ʆʙʥʘʨʫʞʝʥʦ ʇʨʦʧʫʱʝʥʦ 





Radicati group: ʤʘʛʠʯʝʩʢʠʡ ʢʚʘʜʨʘʥʪ ʧʦʩʪʘʚʱʠʢʦʚ  
ʨʝʰʝʥʠʡ ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʘʪʘʢ ʢʣʘʩʩʘ APT 

2017                                                                                                                                                       2016 

 

Kaspersky Lab  

2017 

çKaspersky Anti Targeted Attack Platform ʦʙʥʘʨʫʞʠʚʘʝʪ ʮʝʣʝʚʳʝ ʫʛʨʦʟʳ ʥʘ ʚʩʝʭ ʵʪʘʧʘʭ ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢʠ: ʧʝʨʚʦʥʘʯʘʣʴʥʦʝ 

ʟʘʨʘʞʝʥʠʝ, ʢʦʤʤʫʥʠʢʘʮʠʠ ʩ ʢʦʤʘʥʜʥʳʤʠ ʮʝʥʪʨʘʤʠ, ʜʘʣʴʥʝʡʰʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʟʘʨʘʞʝʥʠʷ ʠ ʵʢʩʬʠʣʴʪʨʘʮʠʷ ʜʘʥʥʳʭè. 





ʈʝʰʝʥʠʷ 

ʉʝʨʚʠʩʳ 

ʇʦʜʜʝʨʞʢʘ 

Kaspersky Anti Targeted 

Attack platform 

Kaspersky Private 

Security Network 

ʈʘʩʰʠʨʝʥʥʘʷ 

ʪʝʭʧʦʜʜʝʨʞʢʘ 

ʇʝʨʩʦʥʘʣʴʥʳʡ 

ʤʝʥʝʜʞʝʨ 

ˈʆʙʫʯʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ 

ˈʊʨʝʥʠʥʛ ʜʣʷ ʘʥʘʣʠʪʠʢʦʚ 

ˈʊʨʝʥʠʥʛ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ 

ʥʘ ʠʥʮʠʜʝʥʪʳ 

ˈʉʝʨʚʠʩ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ  

ˈ Kaspersky Managed Protection 

ɿʘʱʠʪʘ ʦʪ ʮʝʣʝʚʳʭ ʘʪʘʢ 

ʂʦʤʧʣʝʢʩʥʘʷ ʟʘʱʠʪʘ ʦʪ ʮʝʣʝʚʳʭ ʘʪʘʢ 





ʆʪ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʘʨʫʞʝʥʠʷ ï ʢ ʨʝʘʛʠʨʦʚʘʥʠʶ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ 

ɼʘʥʥʳʝ ʜʣʷ ʢʨʠʤʠʥʘ- 

ʥʘʣʠʩʪʠʯʝʩʢʦʡ  
ʵʢʩʧʝʨʪʠʟʳ 

ʆʙʥʘʨʫʞʝʥʠʝ ʆʮʝʥʢʘ ʈʘʩʩʣʝʜʦʚʘʥʠʝ ʅʝʡʪʨʘʣʠʟʘʮʠʷ ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ 

ʅɸ ʆʉʅʆɺɽ ɸʅɸʃʀʊʀʂʀ 

ʆʪʯʝʪʳ ʦʙ APT 

ʠ ʢʘʩʪʦʤʠʟʠʨʦʚʘʥʥʳʝ  

ʦʪʯʝʪʳ 

ʇʦʪʦʢʠ ʜʘʥʥʳʭ  

ʦʙ ʫʛʨʦʟʘʭ 
Kaspersky 

Managed Protection 
ʇʦʨʪʘʣ 

Threat Intelligence 

 

ʆʙʫʯʝʥʠʝ  ʚ ʦʙʣʘʩʪʠ  

ʮʠʬʨʦʚʦʡ  

ʢʨʠʤʠʥʘʣʠʩʪʠʢʠ 

ʉʝʨʚʠʩ ʨʝʘʛʠʨʦʚʘʥʠʷ 

ʥʘ ʠʥʮʠʜʝʥʪʳ 

ʇʈʀ ʇʆʄʆʑʀ  

ʊɽʍʅʆʃʆɻʀʁ 
Kaspersky 

Anti Targeted Attack 

ʆʙʥʘʨʫʞʝʥʠʝ ʠ ʨʝʘʛʠʨʦʚʘʥʠʝ 

ʥʘ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʷʭ ʠ ʩʝʨʚʝʨʘʭ 





ʈʝʘʛʠʨʦʚʘʥʠʝ ʠ ʦʙʥʘʨʫʞʝʥʠʝ ʥʘ ʫʨʦʚʥʝ  

ʨʘʙʦʯʠʭ ʤʝʩʪ 

44 

ʈʘʩʰʠʨʴʪʝ ʚʦʟʤʦʞʥʦʩʪʠ EDR-ʨʝʰʝʥʠʷ ʩ ʧʦʤʦʱʴʶ 

ʪʝʭʥʦʣʦʛʠʡ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ ʂɸʊɸ 

ʆʙʥʘʨʫʞʝʥʠʝ ʠʥʮʠʜʝʥʪʘ 

ʥʘ ʫʨʦʚʥʝ ʩʝʪʠ 

ʆʙʥʘʨʫʞʝʥʠʝ 

 ʠʥʮʠʜʝʥʪʘ 

ʈʘʩʩʣʝʜʦʚʘʥʠʝ 

ʠʥʮʠʜʝʥʪʘ 

Kaspersky 

Anti Targeted 

Attack 

OSINT 

IoC 

ʀʟʦʣʠʨʦʚʘʥʠʝ  

ʠʥʮʠʜʝʥʪʘ,  
ʨʝʘʛʠʨʦʚʘʥʠʝ 

ʇʨʦʚʝʜʝʥʠʝ  

ʢʨʠʤʠʥʘʣʠʩʪʠʯʝʩʢʦʡ 
ʵʢʩʧʝʨʪʠʟʳ 

ɺʦʩʩʪʘʥʦʚʠʪʝʣʴʥʳʝ 

ʨʘʙʦʪʳ 

Kaspersky 

Security  

ʜʣʷ ʙʠʟʥʝʩʘ 



ɸʜʘʧʪʠʚʥʘʷ ʩʪʨʘʪʝʛʠʷ 
ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 





ʉʦʚʨʝʤʝʥʥʳʡ ʧʦʜʭʦʜ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʫʧʥʦʛʦ ʙʠʟʥʝʩʘ ï 
ʥʝ ʪʦʣʴʢʦ ʘʥʪʠʚʠʨʫʩ ʠ ʟʘʱʠʪʘ ʨʘʙʦʯʠʭ ʤʝʩʪ 

ʅʘʧʨʘʚʣʝʥʥʫʶ 

ʥʘ ʚʩʶ ʦʪʨʘʩʣʴ, 

ʥʝ ʩʣʦʞʥʳʝ ʘʪʘʢʠ 

ʅʝ ʩʣʦʞʥʳʝ ʘʪʘʢʠ, 

ʩʣʫʯʘʡʥʳʝ ʮʝʣʠ 

ʎʝʣʝʚʳʝ, 

ʥʦ ʥʝ ʩʣʦʞʥʳʝ ʘʪʘʢʠ 

ʎʝʣʝʚʳʝ ʠ ʩʣʦʞʥʳʝ 

ʘʪʘʢʠ 

Kaspersky Security  

ʜʣʷ ʙʠʟʥʝʩʘ 
ɿʘʱʠʪʘ ʎʆɼ 

Kaspersky Embedded  

Systems Security 
é 

ʇʦʪʦʢʠ ʜʘʥʥʳʭ 

ʇʦʚʳʰʝʥʠʝ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ 

ʇʨʦʛʨʘʤʤʳ ʦʙʫʯʝʥʠʷ IT-

ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ 

é 

ʆʪʯʝʪʳ ʦʙ APT-ʫʛʨʦʟʘʭ 

ʇʦʨʪʘʣ Threat Lookup 

Targeted Attack  

Discovery 

é 

Kaspersky Anti Targeted Attack 

Kaspersky Managed Protection 

ʉʝʨʚʠʩ ʨʝʘʛʠʨʦʚʘʥʠʷ 

ʥʘ ʠʥʮʠʜʝʥʪʳ 

é 





ɹʦʨʴʙʘ ʩʦ ʩʣʦʞʥʳʤʠ ʫʛʨʦʟʘʤʠ ʪʨʝʙʫʝʪ ʠʥʪʝʛʨʘʮʠʠ ʟʘʱʠʪʥʦʛʦ ʇʆ ʠ ʩʝʨʚʠʩʦʚ 

ʇʨʦʘʢʪʠʚʥʘʷ ʟʘʱʠʪʘ ï  
ʇʨʦʛʥʦʟʠʨʦʚʘʥʠʝ ʠ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʊʝʩʪʠʨʦʚʘʥʠʝ  

ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ 

ʂʘʩʪʦʤʠʟʠʨʦʚʘʥʥʳʝ 

ʦʪʯʝʪʳ 

ʇʦʚʳʰʝʥʠʝ 

ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ  

ʊʨʝʥʠʥʛʠ  

ʜʣʷ ʩʧʝʮʠʘʣʠʩʪʦʚ 

KES, KSV, KSDC, KESS ʠ ʪ. ʜ. 

Kaspersky Anti Targeted Attack Platform 

ɿʘʱʠʪʘ ʨʘʙʦʯʠʭ ʤʝʩʪ ʠ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʦʙʥʘʨʫʞʝʥʥʳʝ ʘʪʘʢʠ  

ɸʥʘʣʠʪʠʯʝʩʢʠʝ ʦʪʯʝʪʳ ʦʙ APT-ʘʪʘʢʘʭ 

ʇʦʪʦʢʠ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ 

Kaspersky Managed Protection 

ʋʩʪʘʥʦʚʢʘ ʈʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ɸʢʪʠʚʥʳʝ 

ʜʝʡʩʪʚʠʷ 
ʉʢʨʳʪʠʝ ʩʣʝʜʦʚ C&C ɼʦʩʪʘʚʢʘ ʈʘʟʚʝʜʢʘ 

ʈʝʘʢʪʠʚʥʘʷ ʟʘʱʠʪʘ ï  
ʆʙʥʘʨʫʞʝʥʠʝ  

ʠ ʈʝʘʛʠʨʦʚʘʥʠʝ  

ʇʦʨʪʘʣ Kaspersky Threat Intelligence Portal 

ʆʮʝʥʢʘ 

ʟʘʱʠʱʝʥʥʦʩʪʠ 
ʧʨʠʣʦʞʝʥʠʡ 

Kaspersky Targeted Attack Discovery 



ʉʦʚʨʝʤʝʥʥʘʷ ʤʦʜʝʣʴ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ  

ʨʘʩʠʰʨʷʝʪ ʚʦʟʤʦʞʥʦʩʪʠ SOC 

ɸʜʘʧʪʠʚʥʘʷ 

ʩʪʨʘʪʝʛʠʷ 

ʟʘʱʠʪʳ 

ʋʇʈɸɺʃɽʅʀɽ ʈʀʉʂɸʄʀ 

ʇʆʉʊʆʗʅʅʓʁ ʄʆʅʀʊʆʈʀʅɻ ʋʇʈɸɺʃɽʅʀɽ ʀʅʎʀɼɽʅʊɸʄʀ 

ʆɹʅɸʈʋɾɽʅʀɽ ʋɻʈʆɿ 



ʋʢʨʝʧʣʝʥʠʝ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʩʥʠʞʝʥʠʷ ʨʠʩʢʘ ʮʝʣʝʚʳʭ ʘʪʘʢ 

ɸʜʘʧʪʠʚʥʘʷ  

ʩʪʨʘʪʝʛʠʷ  

ʟʘʱʠʪʳ 

ʇʆʉʊʆʗʅʅʓʁ ʄʆʅʀʊʆʈʀʅɻ ʋʇʈɸɺʃɽʅʀɽ ʀʅʎʀɼɽʅʊɸʄʀ 

ʆɹʅɸʈʋɾɽʅʀɽ ʋɻʈʆɿ ʋʇʈɸɺʃɽʅʀɽ ʈʀʉʂɸʄʀ 

ɿʘʱʠʪʥʳʝ ʨʝʰʝʥʠʷ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʊʨʝʥʠʥʛʠ  

ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 
ʇʦʚʳʰʝʥʠʝ  

ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ 

ʇʨʦʬʝʩʩʠʦʥʘʣʴʥʳʝ  

ʩʝʨʚʠʩʳ 

ɿʘʱʠʪʘ ʦʪʜʝʣʴʥʳʭ  

ʫʟʣʦʚ ʩʝʪʠ 

ɿʘʱʠʪʘ  

ʚʩʪʨʘʠʚʘʝʤʳʭ ʩʠʩʪʝʤ 



ʆʙʥʘʨʫʞʝʥʠʝ ʘʪʘʢʠ ʥʘ ʨʘʥʥʝʡ ʩʪʘʜʠʠ 

ɸʜʘʧʪʠʚʥʘʷ 

ʩʪʨʘʪʝʛʠʷ 

ʟʘʱʠʪʳ 

ʋʇʈɸɺʃɽʅʀɽ ʀʅʎʀɼɽʅʊɸʄʀ 

ʆɹʅɸʈʋɾɽʅʀɽ ʋɻʈʆɿ ʋʇʈɸɺʃɽʅʀɽ ʈʀʉʂɸʄʀ 

ɿʘʱʠʪʥʳʝ ʨʝʰʝʥʠʷ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʊʨʝʥʠʥʛʠ  

ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 
ʇʦʚʳʰʝʥʠʝ  

ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ 

ʇʨʦʬʝʩʩʠʦʥʘʣʴʥʳʝ  

ʩʝʨʚʠʩʳ 

ɿʘʱʠʪʘ ʦʪʜʝʣʴʥʳʭ  

ʫʟʣʦʚ ʩʝʪʠ 

ɿʘʱʠʪʘ  

ʚʩʪʨʘʠʚʘʝʤʳʭ ʩʠʩʪʝʤ 

Kaspersky Anti Targeted Attack ʇʦʠʩʢ ʩʝʪʝʚʳʭ ʘʥʦʤʘʣʠʡ 

ʇʦʪʦʢʠ ʜʘʥʥʳʭ  

ʦʙ ʫʛʨʦʟʘʭ 

ʆʙʥʘʨʫʞʝʥʠʝ 

ʮʝʣʝʚʳʭ ʘʪʘʢ 

ʆʪʯʝʪʳ  

ʦʙ APT-ʫʛʨʦʟʘʭ 

Kaspersky 

Managed Protection 

ʆʙʥʘʨʫʞʝʥʠʝ ʄʥʦʛʦʚʝʢʪʦʨʥʦʝ ʦʙʥʘʨʫʞʝʥʠʝ 

ʇʆʉʊʆʗʅʅʓʁ ʄʆʅʀʊʆʈʀʅɻ 



ʕʬʬʝʢʪʠʚʥʦʝ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʘʪʘʢʫ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʫʨʦʚʥʷ ʨʠʩʢʘ 

ɸʜʘʧʪʠʚʥʘʷ 

ʩʪʨʘʪʝʛʠʷ 

ʟʘʱʠʪʳ 

ʆɹʅɸʈʋɾɽʅʀɽ ʋɻʈʆɿ 

ʆʙʥʘʨʫʞʝʥʠʝ ʠ ʘʥʘʣʠʟ  

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ 

ʎʠʬʨʦʚʘʷ 

ʢʨʠʤʠʥʘʣʠʩʪʠʢʘ 
ʈʝʘʛʠʨʦʚʘʥʠʝ  

ʥʘ ʠʥʮʠʜʝʥʪʳ 

ʇʨʝʤʠʘʣʴʥʘʷ  

ʧʦʜʜʝʨʞʢʘ 

ʈʝʘʛʠʨʦʚʘʥʠʝ ʕʬʬʝʢʪʠʚʥʳʝ ʢʦʥʪʨʤʝʨʳ 

ʋʇʈɸɺʃɽʅʀɽ ʀʅʎʀɼɽʅʊɸʄʀ 

Kaspersky Anti Targeted Attack ʇʦʠʩʢ ʩʝʪʝʚʳʭ ʘʥʦʤʘʣʠʡ 

ʇʦʪʦʢʠ ʜʘʥʥʳʭ  

ʦʙ ʫʛʨʦʟʘʭ 

ʆʙʥʘʨʫʞʝʥʠʝ 

ʮʝʣʝʚʳʭ ʘʪʘʢ 

ʆʪʯʝʪʳ  

ʦʙ APT-ʫʛʨʦʟʘʭ 

Kaspersky 

Managed Protection 

ʆʙʥʘʨʫʞʝʥʠʝ ʄʥʦʛʦʚʝʢʪʦʨʥʦʝ ʦʙʥʘʨʫʞʝʥʠʝ 

ʇʆʉʊʆʗʅʅʓʁ ʄʆʅʀʊʆʈʀʅɻ 

ʋʇʈɸɺʃɽʅʀɽ ʈʀʉʂɸʄʀ 

ɿʘʱʠʪʥʳʝ ʨʝʰʝʥʠʷ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʊʨʝʥʠʥʛʠ  

ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 
ʇʦʚʳʰʝʥʠʝ  

ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ 

ʇʨʦʬʝʩʩʠʦʥʘʣʴʥʳʝ  

ʩʝʨʚʠʩʳ 

ɿʘʱʠʪʘ ʦʪʜʝʣʴʥʳʭ  

ʫʟʣʦʚ ʩʝʪʠ 

ɿʘʱʠʪʘ  

ʚʩʪʨʘʠʚʘʝʤʳʭ ʩʠʩʪʝʤ 



ɸʜʘʧʪʠʚʥʘʷ ʩʪʨʘʪʝʛʠʷ ʟʘʱʠʪʳ 

ʇʨʦʛʥʦʟʠʨʦʚʘʥʠʝ ʕʢʩʧʝʨʪʥʘʷ ʘʥʘʣʠʪʠʢʘ ʫʛʨʦʟ 

ɼʝʪʘʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ  

ʦʙ ʫʛʨʦʟʘʭ 

ʇʦʨʪʘʣ  

Threat Intelligence 

ʊʝʩʪʠʨʦʚʘʥʠʝ 

ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ 
ʂʘʩʪʦʤʠʟʠʨʦʚʘʥʥʳʝ  

ʦʪʯʝʪʳ ɸʫʜʠʪ ʙʝʟʦʧʘʩʥʦʩʪʠ 

Kaspersky Anti Targeted Attack ʇʦʠʩʢ ʩʝʪʝʚʳʭ ʘʥʦʤʘʣʠʡ 

ʇʦʪʦʢʠ ʜʘʥʥʳʭ  

ʦʙ ʫʛʨʦʟʘʭ 

ʆʙʥʘʨʫʞʝʥʠʝ 

ʮʝʣʝʚʳʭ ʘʪʘʢ 

ʆʪʯʝʪʳ  

ʦʙ APT-ʫʛʨʦʟʘʭ 

Kaspersky 

Managed Protection 

ʆʙʥʘʨʫʞʝʥʠʝ ʄʥʦʛʦʚʝʢʪʦʨʥʦʝ ʦʙʥʘʨʫʞʝʥʠʝ 

ʇʆʉʊʆʗʅʅʓʁ ʄʆʅʀʊʆʈʀʅɻ 

ʆʙʥʘʨʫʞʝʥʠʝ ʠ ʘʥʘʣʠʟ  

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ 

ʎʠʬʨʦʚʘʷ 

ʢʨʠʤʠʥʘʣʠʩʪʠʢʘ 
ʈʝʘʛʠʨʦʚʘʥʠʝ  

ʥʘ ʠʥʮʠʜʝʥʪʳ 

ʇʨʝʤʠʘʣʴʥʘʷ  

ʧʦʜʜʝʨʞʢʘ 

ʈʝʘʛʠʨʦʚʘʥʠʝ ʕʬʬʝʢʪʠʚʥʳʝ ʢʦʥʪʨʤʝʨʳ 

ʋʇʈɸɺʃɽʅʀɽ ʀʅʎʀɼɽʅʊɸʄʀ 

ʆɹʅɸʈʋɾɽʅʀɽ ʋɻʈʆɿ ʋʇʈɸɺʃɽʅʀɽ ʈʀʉʂɸʄʀ 

ɿʘʱʠʪʥʳʝ ʨʝʰʝʥʠʷ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʊʨʝʥʠʥʛʠ  

ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 
ʇʦʚʳʰʝʥʠʝ  

ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ 

ʇʨʦʬʝʩʩʠʦʥʘʣʴʥʳʝ  

ʩʝʨʚʠʩʳ 

ɿʘʱʠʪʘ ʦʪʜʝʣʴʥʳʭ  

ʫʟʣʦʚ ʩʝʪʠ 

ɿʘʱʠʪʘ  

ʚʩʪʨʘʠʚʘʝʤʳʭ ʩʠʩʪʝʤ 

ɸʜʘʧʪʠʚʥʘʷ 

ʩʪʨʘʪʝʛʠʷ 

ʟʘʱʠʪʳ 
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ʉʦʯʝʪʘʥʠʝ ʘʥʘʣʠʪʠʢʠ, ʦʧʳʪʘ ʵʢʩʧʝʨʪʦʚ ʠ ʤʘʰʠʥʥʦʛʦʦʙʫʯʝʥʠʷ 

HUMACHINE TM 

20-ʃɽʊʅʀʁ ʆʇʓʊ ʇʆʀʉʂɸ 

ʀ ɸʅɸʃʀɿɸ ʋɻʈʆɿ 

ʄɸʐʀʅʅʆɽ ʆɹʋʏɽʅʀɽ 
ɻʃʆɹɸʃʔʅɸʗ ɸʅɸʃʀʊʀʂɸ ʋɻʈʆɿ 

ʅɸ ʆʉʅʆɺɽ ʆɹʈɸɹʆʊʂʀ 

çɹʆʃʔʐʀʍ ɼɸʅʅʓʍè 
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#ʀʩʪʠʥʥʘʷɹʝʟʦʧʘʩʥʦʩʪʴ 


