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Buabl ycnyr no TeCTUpoOBaHUIO

TECTUPOBAHME HA NPOHUKHOBEHME
U AHAJIU3 SALLWMLLLEHHOCTH

TectMpoBaHue Ha
NPOHUKHOBEHWE B pamKax
BbINONHEHUA TpeboBaHuMs
Monoxenui barika Poccun
no 3awure UHGOpPMaLuM,
tpebosanuin SWIFT CSP,
1pebosanuit PCI DSS

AuanorHavea

TeCTHPORAHME Ha NPOHHKHOBEHHE H GHANK3 JALIHUIEHHOCTH

AyAnT MHtepHer-nopranos u
web-npunoxenuit

Ananus 6esonacHocty
MOBMNBHBIX MPUAOKEHUIM

Ayaur 6esonacHocTu
6ecnpoBoAHbIX cetei

BHyTpeHHee TectMpoBaHue Ha
NPOHUKHOBEHUE

MpoBeaeHuWe TecTMpoBaHMs
Ha NMPOHWKHOBEHME C LUenbio
OLLEHKM 3aLUMLLEHHOCTH OT
BHELUHMX Yrpo3



Buabl ycnyr no TeCTUpoBaHUIO

Ycnyra CraHpapt
TecTMpoBaHWE Ha MPOHMKHOBEHWE B paMKaX BbIMOJIHEHWUA TPeboBaHUSA 757-N
MonokeHunit baHka Poccum no 3awmTe nHdopmaumm, TpedbosaHuint SWIFT CSP, FOCT 57580
TpebosaHui PCI DSS u T.4. PCI DSS
SWIFT
MuHUndpbI

MpoBeaeHNe TECTUPOBaHNA Ha MPOHUKHOBEHME C LLe/Ibl0 OLEHKM 3aLMLLEHHOCTH
OT BHELLHWX Yrpo3
BHyTpeHHee TeCcTMpoBaHMe Ha NMPOHUKHOBEHME

Ayant UHTepHeT-nopTanos U web-npuaoxkeHui

AHann3 6e30MacHOCTU MOBW/IbHBIX NPUNONKEHUI

Ayant 6e3onacHocTv 6ecnpoBoOAHbIX CETEN PCI DSS
BHelwHWe exkeKkBapTasbHble CKaHUpoBaHUAa ASV PCI DSS
BHyTpeHHee e)keKBapTasibHble CKAHWPOBAHUA PCI DSS

lMepuoanyHOCTbL

€XKeroaHo MK Yaue

Pa3oBo UK perynapHo (06bIYHO eXKeroaHo)

Pa3oBo UK perynapHo (06bIYHO eXKeroaHo)

Pa30BO UK NOCTOAHHO (Hampumep npu
KaXK4oM penunse)

pPa30BO UM NMOCTOAHHO (Hampumep npu
KaXKaoM penuse)

pPa3oBO WU perynapHo

€XXeKBapTa/ibHO

€}KEeKBapTasIbHO U NOC/Ie CEPbE3HbIX
M3MEHEHWUI MHPPACTPYKTYPbI
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CtaTucTuka no npoekrtam

|_|pI/16.I'II/13MTefIbHaF| K.I'IaCCM(I)MKaLI,MFI NnpoeKToB, CBA3AdHHbLIX C TECTUPOBAHUNEM Ha
NPOHNKHOBEHUNE U aHAJZTUSOM yﬂ3BMMOCTeIz

Ton BbINOMHEHHbIX NPOEKTOB 3a NOCNEeaHUN rOA:
v Compliance (PCI DSS, SWIFT, LIE, MutLindpsi etc)
Black Box (Red Teaming)
Classic (BHyTpeHHUE U/MnNn BHELUHNE)
Assessment (WEB, Mobile etc)
Purple Teaming

Complince ~\

29% _Black Box

25%

AN

Assesment

___Classic
19% -

23%

mPurple mBlack Box Classic W Assesment mComplince
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MoaoxoAabl K npoBeAeHUI0 TeCTUPOBaHUSA

Vulnerability Assessment

Penetration Testing

Red
Teaming

BREADTH
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MoaoxoAabl K npoBeAeHUI0 TeCTUPOBaHUSA

Vulnerability Assessment:

1. Tlpouecc BbISABNEHWS, Kraccudukaumm n onpeaeneHns npuopmuTeTHOCTU YCTpaHEHNS
YA3BMMOCTEN.

2. B nepsyto ouyepenb No3BoONSET NOHATb KakMe YSI3BUMOCTU U B KAKOM KONMYECTBE
MNPUCYTCTBYIOT B UH(PPACTPYKTYPE, a Takke OnpeaennuTb NPUOPUTET UX YCTPaHEHUSI.

3. PesynbraThl BO3MOXHO MCMNOSb30BaTh Ans 6a3oBon oueHkn puckos VB, npun atom
HeobXo4MMO NOHMMATb KOHTEKCT B KOTOPOM HaxoasTCs AaHHble YA3BUMOCTH.

4. O6bI4HO aBnseTcda YacTbio npouecca Vulnerability/Patch Management n Compliance
B OpraHusauuu.
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MoaoxoAabl K npoBeAeHUI0 TeCTUPOBaHUSA

Penetration Testing:

1. MopgenupoBaHue pearnbHblX atak Ha KOHTPONUPYEMYIO cpeny ANs BbISABMEHUS U
aKcnnyaTaumm ysi3BUMOCTEN.

2. O6bIYHO nogpasymeBaroTcA MeTOAbl U MOTUBaALUNA pealibHbIX 3110YMbILLITEHHUKOB.

3. OO6bIYHO NoapasymeBaeTCcs MOUCK YSI3BUMOCTEN B CETSAX, CUCTEMAX U MPUMOXKEHMSIX.

4. B HeKkoTOpbIX cny4vadx nogpasymMmeBatoTCs ataku ¢ UCNofb30BaHMEM METOA0B
coumnaribHON NHXEHEPUN.
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MoaoxoAabl K npoBeAeHUI0 TeCTUPOBaHUSA

Red Teaming:

1. OObI4HO npeacTaBngeT u3 cebsa HenpepbIBHbIA NPOLECC CUMYNALNK aTak C Lenbto
OLIEHKM BCEX CYLLIECTBYIOLMX MPOLECCOB 3aLUNTbl OpraHn3aumm 1 NoBbILLEHNUS
OCBEOMIEHHOCTN 3a4eNCTBOBAHHbLIX B 3TOM npouecce nuu,.

2. [lpu aTom nmMnTUpyeTcs TakTuKa, meTtodbl u npoueaypbl (TTP) KOHKPETHbIX
CyOBbEeKTOB Yrpo3 unm cueHapues.

3. Cuutaetca yto Red Teaming BbIXOAUT 3@ paMKK KIacCUYECKOro TECTUPOBAHUS Ha
MNPOHUKHOBEHME.

4. OB6bl4HO NoagpasymMeBaeTCsl UCMONb30BaHNE 3HAYNTENBHO BosbLIEN NOBEPXHOCTU
aTtaku, yem npu Vulnerability Assessment n Penetration Testing.
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KoHuenuua aganTMBHOM 6e30MacHOCTMU

AfanTMBHAA apxXuTEKTypa 6e30nacHoOCTH

F NpeaoTepauiats ﬂ

MporHo3nposaTb [eTekTnposaTb

L Pearvposars A

ApantuBHaa 6e30nacHOCTb — MOAX0A, KOTOPbIN NO3BONAET
KOHTPO/INPOBaTb, 06HAPY»KMBaTb U pearnpoBaTb B peasibHOM
peXMme BPeMeHUN Ha U3BECTHbIE PUCKN HE30MacHOCTM a TaKXKe
NMPOrHO3MpPOBaTb NOABAEHUA HOBbIX.
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KoHuenuua aganTuBHou 6e3onacHoOCTU

Predict Prevent
Risk-prioritized
exposure asgessment Harden systems
Anticipate threats/attacks Isolate systems
Baseli " d ‘;:or;tiilnuousd
seline systems an isibility an
secuyr?ty posture Verification Prevent attacks
Users
Systems

System Activity
Payload
Network

Gartner.
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KoHuenuua aganTMBHOM 6e30MacHOCTMU

OFFENSIVE
SECURITY

v’ Penetration Testing

v’ Social Engineering

v' Exploit Development

v' Application Security Testing
v’ Red Teaming

v’ System Hardening
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KoHuenuua aganTMBHOM 6e30MacHOCTMU

DEFENSIVE
SECURITY

v’ Firewall

v Implementation

v' Intrusion Detection

v’ Encryption

v" Antivirus / Antimalware
v' Access Control

v’ Data Loss Prevention
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KoHuenuua aganTMBHOM 6e30MacHOCTMU

OFFENSIVE BOTH DEFENSIVE
SECURITY SECURITY
v’ Penetration Testing v' Threat Intelligence v Fi I
v’ Social Engineering Y Vuhnerable rewa _
) management . v Implementation
v Exp|0|t Development v Network Segmentation . .
o v Disaster v' Intrusion Detection
v
Application R . .
- . ecovery Planning v Encryption
Securlty Testlng v’ Incident Response L. .
) Planning v" Antivirus / Antimalware
v Red Teaming 9 .
. Security v’ Access Control
v System Hardenlng Awareness Training

v’ Data Loss Prevention
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Red Team/Blue Team

Red Team

Blue Team

AUanorHayxa
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Purple Team

Red Team

Purple
Team

Blue Team

AUanorHayxa
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Attack/Cyber Kill Chain

Reconnaissance

/ \ Weaponization
Actions on / \
objective

Nt
\ /
i /

Exploitation

Command Delivery

and Control

Installation -

AUanorHayka
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MITRE ATT&CK

KILL CHAIN MITRE ATT&CK

* |nitial access

* Execution

* Persistence

* Privilege Escalation
* Defence Evasion

* Credential Access
* Discovery

* Lateral moment

* Collection
 Exfiltration

* Reconnaissance

* Weaponization

* Delivery

* Exploitation

* Installation

* Command & Control
* Actions on objectives

VS
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XN3HEeHHbIN UMK aTaku

) ) PA3SBEAKA ) NnoAroToBKA ) OOCTABKA

) 3KCNNYATALMA ) 3AKPEM/IEHUE ) YNPAB/IEHUE
) JENCTBUA
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XN3HEeHHbIN UMK aTaku

AUanorHayxa
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XN3HEeHHbIN UMK aTaku
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XN3HEeHHbIN UMK aTaku
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XN3HEeHHbIN UMK aTaku
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XN3HEeHHbIN UMK aTaku
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XN3HEeHHbIN UMK aTaku
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XN3HEeHHbIN UMK aTaku

AUanorHayxa

26



MITRE | ATT&CK"

ATT&CK Matrix for Enterprise

Reconnaissance
10techniques

Resource Development Initial Access
8 techniques 10techniques

ecution
14 techniques

Persistence
20 techniques

layous

Privilege Escalation

la
14 techniques

ATT&CK Matrix for Enterprise

ide~  show subtechniques  hide subtechniques

Credential Access
17 techniques

Defense Evasmn
43 tech

Discovery
32 techniques

Lateral Movement
9 techniques

Collection
17 techniques

Command and Centrol
13 techniques

Exfiltration
9 techniques

Impact
4 teshniques

active Scanning 1

Acquirs Access Content Injection

Gather victim Hast Infarmation

Gather wictim (denty
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Acauire

Cloud Administration
Command
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Remevabie Media
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Stage

Supply Chain
Compromise
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Container
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Abuse Elevation Control
hechaniam
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Abuse Elevation Control
Mechaniam g

neess Token
Manipulation s

Brute Foree ) Application Windew Discovery
Access Taken Manipulation i,

Gredantials from Browser Infamatian Discovery

Curmmand

Daplay Containar

Valid Accounts 4, o

Boa or Logen |
pte

Exacution 1
falization
el

Browsor Fxter

ccaunt

BITS Jobs ward Stores i

Cloud

Explottation of Remote
Sorvicer

Internal Spearphiat

ng

Lateral Tool Transfer

Advarsaryin-the Middla i1,

Archive Collected Data o)

Audio Capture

Discavery

o0t or Logon uestart
Ewozution

Build Image an Host Explitation for Credemial
Access Cloud Service Dashboard
Dshugger Fvasinn
Forced Authentication

Cloud Service Discavery

Explcitation for Clent o
Exscution Compromise Host Software information o o [ clow Discovery
Einary
Inter-pres Deploy Container input Gapture Gantainer and Rezource Dis
Cormmunication (5 Create Account ) ]
Diect Volume Aecese Modity Adthentication Detugger Evasion
Native AFI create " Domain o Frocess
Frocess s modification s, [oomann or N Device Diiver Discovery
Scheduled Task/dab 1] @ Multi-Factor
Event Triggered Excape to Host Authentication Dormain Trust Discouery
Sarverless Execution Executioh 1y Intercaption
vent Triggered Filo and Biractory Discovery
Shared wodules Extornal Remote Sannoss Exection p.ey Explonation for Defanse Evasion ol Factor
Reguest Grawp Palicy Dizcavary
I Tools Flow 1y [  xploration for Priviege File and Directory Permissions Genzration
calation Modiication gy Log Enumeration
i il image Netwark Seiffing
ifack Exceution Flow (15, Nevwork Service Dizcovory
User Exeeutin o, Modity Authentication |0 Credentinl Dumging s,

Windows Management
Instrumentatian

Office application
Startup (o

Fowar Settings
Pre0S Bo

Scheduled Taskidob i)

Sorvar Software
Companent

Traffc Sianaling ;)

valid Azzounts g

Process inection (1)
Scheduled Task/dob 15

Hiack Execution Flow - Network share Discovery

stesl Application Acoeas
Token

|mpair Defen Hetwark Sniffing

Valld Accounts

Impersonation Steal of Farge

Passward Policy Discovery
Authantication Gertificatas

Peripheral Devics Biscovery

Pecmission Groups Discovery sy

Pracass Discovery

oo Forge Ketberos

Tickets

[ —

staal Wob Session Gnoki

I
| ®

masquarading 1)

Moy

Process i, Query Registry

Modify Cloud Compute
Infrastuaiure i

Remote System Discovery

[P E— Err— ']

System Information Discovery.
Modify System Image i

System Location Discavery

etwork Boundary Bridging o)

Chfuscated Filas or
Information (13,

System Network Configuration [
JisCovarY

System Netwark Connections

Pilst Flle Modification Discovery

Pre.0s Boot g System Dwnar,|

ser Diseavery

jection (12, System Service Discovery

Reflective Code Loading System Time Discovery

Rogue Domin Contraller Virtualization/Sandbox Evasion oy [l]
Footkit

Subuert Trust Controls ]

Template Injection
Teaffic Signaling A

Tt Devetaper
Execatior

ities Py

Unused/Unsupparted Clou
Regions

Use Altamata Authantication
hsterial

Valid Accounts i

Virtualization/Sandbax Evasion s

Wesken Encryplion

XSL Seript Processing

s e Sessicn
Hijacking

Famate Sarvices g

Replication Through
Removable Media
Saftware Deplayment
Tools

Taimt shared Coment

Erowser Session Hijacking
Cliphoard Data
Data from

Application Layar I surtomatad Exfitration o, ] Account Accsss removal
Froacol 14
Data Transfer Size Limits
Through

Content Injectian

Alternative Protocol

Data Encryp e

Data Manipulation 1

Data Encoding
Data Obfu:

—

E e
Channel

Exfiltration Over Othar
Network Medium (1]

Data from Configuration
Repasitory

Data from Information
Repositories

Alterate
Asthentication Materisl s,

Data from Local Syatem

Data from Network Shared
Driva

Data from Remavable
Media

Data Staged

Dynamic Resolut

Encrypted Channal g

Fallback Channsls
Hide infrastrueture
Ingress Toal Transfer

Multi-Stage Channels

Man-Appiication Layer
Protacel

Han Standard Port

Pratucel Tuneling

Proxy i,

Remote Access Safware

Video Gapture

Traffic signaling

Web Service 5

Exfiltration Over Physical
Medium,

Exfitation Over Web
e

Service )
Finaneial Theft

Firmware Corrupti

Seheduled Tranzfer

Transfar Data to Cloud
Account

Netwark Denial of Serviee 1y [

Resource Hyacking
Service Stop

System Shutdown/Reboot
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ATT&CK Matrix for Enterprise

Resource
Davel

Recor

10

Initial A

8

10

Execution
14 technigues

Persistence
20 techniques

Privilege
Escalation
14 technigues

Deaf,

Credential

43 technigues

17 technigues

Discovery
32 technigues

Lateral
Movement

9 technigues

Collection
17 technigues

Command and
Control

18 technigues

Exfiltration
9 techniques

Impact
14 technigues

Active Scanning (.

Gather Victim Host
Information (o,

Gather Victim Identity
Information (o)

Gather Victim Network
Information (o18)

Gather Victim Org
Information (/)

Phishing_for
Infarmation (/)
Search Closed
Sources (072

Search Open Technical
Databases |,

Search Open
Wehbsites/Domains
(0/3)

Search Victim-Owned
Websites

Acquire Access

Infrastructure

Compromise
Accounts ;.

Compromise
Infrastructure ;.

Develop
Capabilities (014
Establish
Accounts ©

Obtain
Capabilities -,
Stage Capabilities
10/6)

AUanorHayka

Content Injection

Drive-by
Compromise
Exploit Public-

Facing
Application

External Remote
Services

Hardware
Additions

Phishing ...,

Replication
hrough

Removable

Media

Supply Chain
Compromise
10/3)

Trusted
Relationship
Valid Accounts
1074)

Cloud
Administration
Command

Command and
Scripting Interpreter
(opa)

Container
Administration
Command

Deploy Container

Exploitation for
Client Execution

Inter-Process
Communication
(0431

Native API
Scheduled TaskfJob
(0/5)

Serverless
Execution

Shared Modules

Saftware
Deployment Tools

System Services
(042)
User Execution
Windows

Management
Instrumentation

Account
Manipulation (0161
BITS Jobs

Boot or Logon
Autostart
Execution .,
Boot or Logon
Initialization
Seripts (o,

Browser
Extensions

Compromise Host
Saftware Binary

Create Account

(i
Create or Modify
System Process
w5}

Event Triggered
Execution o.c

External Remote
Services

Hijack Execution
Flow 1515
Implant Internal
Image

Modify

Authentication

Process o
19)

Office Application
Startup el

Power Settings
Pre-0S Boot ;.

Scheduled
Task/Job (075

Server Software

Component
(0/5)

Traffic Signaling

(0/2)

Valid Accounts

tara

Abuse Elevation
Control
Mechanism ;.
Access Token
Manipulation

Account
Manipulation
0/6)

Boot or Logon
Autostart
Execution (..,
Boot or Logon
Initialization
Scripts (055)

Create or Modify
System Process

Domain or
Tenant Policy

Madification .,

Escape to Host

Event Triggered
Execution ;.
Exploitation for
Privilege
Escalation

Hijack Execution
Flow g,z

Process Injection

(0y12)
Scheduled
TaskfJob (051
Valid Accounts
(0/4)

Abuse Elevation Control
Mechanism ..,
Access Token
Manipulation (0f5)
BITS Jobs

Build Image on Host
Debugger Evasion

Deobfuscate/Decode Files
or Information

Deploy Container

Direct Volume Access
Domain or Tenant Policy
Modification .,
Execution Guardrails |,
Exploitation for Defense
Evasion

File and Directory
Permissions Modification
(0f2)

Hide Artifacts ..,
Hijack Execution Flow
{0113}

Impair Defenses .,
Impersonation

Indicator Removal

19}
Indirect Command
Execution

Masquerading .,

Modify Authentication
Process |,

Modify Cloud Compute
Infrastructure |, o,
Modify Registry

Modify System Image (012)

Network Boundary
Bridging (o)

Adversary-in-the-
iddle |

Brute Force

Credentials from
Password Stores

Exploitation for
Credential Access

Forced
Authentication

Forge Web
Credentials (02}

Input Capture 10/4)

Modify
Authentication
Process
Multi-Factor
Authentication
Interception

Multi-Factor
Authentication
Request
Generation

Network Sniffing

0OS Credential
Dumping (018
Steal Application
Access Token

Steal or Forge
Authentication
Certificates

Steal or Forge
Kerberos Tickets

Steal Web Session

Cookie
(0/8) n

Unsecured
Credentials

Account Discovery (

074}

Application Window
Discovery

Browser Information
Discovery

Cloud Infrastructure
Discovery

Cloud Service Dashboard
Cloud Service Discovery

Cloud Storage Object
Discovery

Container and Resource
Discovery

Debugger Evasion
Device Driver Discovery
Domain Trust Discovery

File and Directory
Discovery

Group Palicy Discovery
Log Enumeration

Network Service Discovery
Network Share Discovery
Network Sniffing
Password Policy Discovery

Peripheral Device
Discovery

Permission Groups
Discovery wa

Process Discovery
Query Registry

Remote System Discovery

Software Discavery () n

System Information
Discovery

System Location

Exploitation of
Remote Services

Internal
Spearphishing

Lateral Tool
Transfer

Remote Service
Session Hijacking
tor2)

Remote Services
t0/8)

Replication

Through
Removable Media

Software
Deployment Tools

Taint Shared
Content

Use Alternate
Authentication

Material |,

Adversary-in-the-
Middle .,

Archive Collected
Data ;5

Audio Capture

Automated
Collection

Browser Session
Hijacking

Clipboard Data

Data from Cloud
Storage

Data from
Configuration
Repository 1072)

Data from
Information
Repositaries
Data from Local
System

Data from
Network Shared
Drive

Data from
Removable Media

Data Staged
Email Collection
(0431

Input Capture
(0/4)

Screen Capture

Video Capture

Application Layer
Protacol |,

Communication
Through Removable
Media

Content Injection

Automated
Exfiltration

Data Transfer
Size Limits

Exfiltration
Over

Account Access
Removal

Data Destruction

Data Encrypted for
Impact

5 Alternative Data Manipulation
Data Encoding (1) Protocol ;. 01
Data Ol iltrati D o
1013 Qver C2 X - =
: Channel Disk Wipe (o2
Dynamic Resolution —
1013 Exfiltration Endpoint Denial of
: Over Other Service ..
Encrypted Channel Netvyork ) . ——
02 Medium (o) Financial Theft
Fallback Channels Exfiltration Firmware Corruption
Qver Physical
Hide Infrastructure Medium ., Inhibit System
— Recovery
Ingress Tool Exfiltration
Transfer Over Web Network Denial of
Service . Service .,
Multi-Stage e =
Channels Scheduled Resource Hijacking
Transfer
Non-Application Service Stop
Layer Pratocol Transfer Data
to Cloud System
Non-Standard Port Account Shutdown/Reboot
Protacol Tunneling
Proxy (o, n
Remote Access
Software

Traffic Signaling
10/2)

Web Service
(0/3)
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MeTooonorus

Open Source Sacurity Testing Methodology Manual (OSSTMM) — noxany, eAHHCTBEHHaA METOAWKa, KOTOPaR aKI1GHTHPYET BHHALGHHE HE TONBKO Ha TEXHHWECKHX TECTaX, HO M Ha aTaKax, < " va

nonb3oBateneil KOPNOPATHBHOH CeTH.

ler NIST SP800-115 — AaHHbIit AOKYMEHT XOTH M HE ABAEICA METOAMKOH, HO ONMCHIBAET OBILME ACNIEKTEI NPOBEACHUA TECTOB Ha MPOHUKHOBEHHE.

National Instituto of
Standart: y
US. Deparkrent of Corerce

Information Systems Security The Information Systems Security k (ISSAF) — opeii i X i Ha i nomck. i
Assessment Framefork (ISSAF)

PCI DSS (pasaen 11.3 cranaapra) — comnacko pasaeny 11.3 cranaapra PCI DSS 8 0praHu3aumsx, cooTBeTcTylowuux CTaHAGPTY, HE PEXe Pasa B f0A AOTKeH Tec Ha Ana Aannoro pasaena PCI DSS
6uin BbinyLEH AOKYMEHT i ! i 1.3 ion Testing, 8 ouens 0B yeprax ] i NPOBEPKH BHEUWHETO NEPHMETPa CeTeRO HHOPACTPYKTYPLI
» TECTUPYEMOH KOMNaHMH (NO CyTH, AaHHas MHCTPYMEHTaNbHAA NPOBEPKA He ABNAETCA TECTOM Ha NPOHHKHOBEHME).

Security ®

Standards Council
The Open Web Application Security Project (OWASP) — no 6. KOTOPOE ABNACTCA OCHOBHOM ] anA pasp 6 A no

] " 6 OWASP.
The Penetration Testing Execution Standard (PTES) — Cranaapr no Ha Cranaapr Ha coctout us cemu (7) OcHOBHBIX PasAenos. OHK OXBaTLIBAIOT BCE, YTO CBASAHO C TECTOM
Ha — ornep ouienun u NeHTecta A0 a1anos c60pa PasEeAABHHbIX U MOAGNHPOBAHNA yrPO3. TECTHPOBLLMKH PaBOTAIOT 32 KYNHCaMH, 4TOBHI NYWLLE NOHAT TECTPYEMYIO OPFaHHIALMIO, Yopes
i " Koraa i onsir 5 onactu c 6M3neca. M, HAKOMELL, C OTETHOCTSIO, KOTOPAR OXBATHIBAET BECh IPOLECC TAKHA

06pasom, KOTOpbIH obecneunsaet HaHBONbLLYIO LEHHOCTs.

Technical Guidelines

Jl OFFENSIVE’ PWK — M Kkypca Ha < Kali Linux». Slanserca Ana nony no Ha — OSCP 4 np
SEENTIY

AuanorHayea 29



Bonpochl

Cnacunbo 3a BHMMaHue
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